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The 22nd Central European Conference on Cryptography
Karol Nemoga

Roderik Ploszek

Pavol Zajac

June 2022

Foreword
The Central European Conference on Cryptography is an annual meeting of researchers from
the field of cryptography primarily from the area of wider central Europe. The official first issue
of the conference series was titled TATRACRYPT and held in Liptovský Ján in Slovakia. The
conference was held in various places within the V4 countries of Czechia, Hungary, Poland and
Slovakia under local names to help with the diffusion and mixing of ideas. In 2008, the 8th
Central European Conference on Cryptography was held in Austria under the new series name,
with the occasional Cryptography/Cryptology confusion added, because in cryptography we all
love confusion and diffusion. The last notable expansion of the conference series was the 20th
Central European Conference on Cryptography, which was held in Zagreb, Croatia.
The 22nd Central European Conference on Cryptography will be held in Smolenice, Slovakia,
on June 26–29, 2022. The aim of the conference is again to gather people interested in discussing
recent advances in all areas of cryptology. The conference will take place in the popular location
of the Congress Center of Smolenice Castle for the fifth time in the conference series.
The conference will be held in hybrid format. We have 4 invited talks by our distinguished
invited guests:
• Łukasz Chmielewski from Masaryk University, Czechia and Radboud University Nijmegen,
The Netherlands;
• Georg Fuchsbauer from TU Wien, Austria;
• Qian Guo from Lund University, Sweden;
• Kamil Kluczniak from CISPA Helmholtz Center for Information Security, Germany;
You can find the abstracts of their talks in the first part of this Abstract Proceedings.
Our call for conference talks was followed by 31 submissions. The Program Committee and
their sub-reviewers have reviewed all submissions and selected 25 talks for the presentation
during the conference. The program covers various aspects of the current cryptographic research.
This Abstract Proceedings contains extended abstracts of the accepted talks. Speakers are
invited to submit the full paper version of their talks to a special issue of the journal Tatra
Mountains Mathematical Publications, where they can provide more details about their
research.
CECC 2022 is organized jointly by the Institute of Mathematics at the Slovak Academy of
Sciences, and the Institute of Computer Science and Mathematics at the Faculty of Electrical
Engineering and Information Technology, Slovak University of Technology in Bratislava.
We hope that all the participants will feel welcome and have an interesting conference and a
good time.
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Practical Side-Channel Attacks on Public-Key
Cryptosystems
Lukasz Michal Chmielewski
Masaryk University, Brno, Czechia
247858@mail.muni.cz
This presentation covers the topic of the side-channel analysis (SCA) of public-key cryptographic
implementations, in particular Elliptic Curve Cryptography (ECC) and Rivest-Shamir-Adleman
(RSA) schemes. SCA is a research area in applied cryptography that has continuously gained
prominence since the late nineties. It considers adversaries leveraging the physical aspect of
actual devices running cryptographic implementations.
The goal of the talk is to present how in the recent 20 years new public-key implementations
protected with new SCA countermeasures lead to more sophisticated SCA attacks (and vice
versa).
Firstly, I introduce how classical vertical attacks (for example, Simple Power Analysis and
Differential Power Analysis) work against public-key implementations. Secondly, I explain the
limitations of such attacks when applied to RSA (or ECC) implementations protected with
various SCA countermeasures. Thirdly, I describe more modern attacks, in particular horizontal
attacks, how they work and what are their limitations. Subsequently, we concentrate on the
state-of-art attacks including both supervised approaches (like Template and Deep Learning
Attacks) and unsupervised ones (based either on clustering or Deep Learning). All concepts are
given in historical context and illustrated by practical examples. Finally, I am going to shortly
talk about my current (and future) research on SCA.

3

The security of Mimblewimble
Georg Fuchsbauer
TU Wien
georg.fuchsbauer@tuwien.ac.at
Mimblewimble is a payment protocol that underlies several cryptocurrencies and is now also
supported by Litecoin. Besides offering privacy by design, it improves on scalability: while in
Bitcoin every transaction must be stored forever, in Mimblewimble only the “unspent transaction
outputs”, which represent the current state of the system, must be kept. In joint work with
Michele Orrù and Yannick Seurin, we have formally shown the security of Mimblewimble
(EUROCRYPT’19), as well as that of a recent extension (ia.cr/2022/265).

4

Side-Channel-Assisted Key-Recovery
Chosen-Ciphertext Attacks on Several NIST
PQC KEMs
Invited Talk

Qian Guo
Dept. of Electrical and Information Technology, Lund University, Sweden??
{qian.guo}@eit.lth.se

Abstract. In this talk, we survey the recent results on side-channelassisted key-recovery chosen-ciphertext attacks (CCAs) on several candidates for Public Key Encryption (PKE) or Key Encapsulation Mechanism (KEM) in the NIST post-quantum cryptography standardization
process. Specially, we discuss the general attack model and show timing attacks against implementations of FrodoKEM, HQC, and BIKE
using leakages from the Fujisaki-Okamoto transform. We also discuss
power/EM attacks on ARM Cortex-M4 implementations of Kyber and
Saber and on software/hardware implementations of the code-based finalist Classic McEliece. Some attack variants are difficult to thwart since
a limited number of bits of information need to recover from a long leakage trace.

Post-quantum cryptography has become essential. In 2016, the US National Institute of Standards and Technology (NIST) initiated a standardization project
to solicit new asymmetric crypto standards that can resist attacks from a quantum computer. This process is in its third round and is close to announcing the
winners in its two categories, PKE/KEMs and signatures. Among the round-3
PKE/KEM candidates, lattice-based ones occupy the majority – e.g., Kyber [16],
Saber [7], and NTRU [6] are three of the four finalists and FrodoKEM [12] and
NTRU prime [4] are two of the five alternate candidates. Code-based candidates
are the second most successful since Classic McEliece [2] is the other finalist and
BIKE [3] and HQC [1] are among the alternate candidates.
One of the desired security properties in the NIST PQC process is the resistance to side-channel attacks (SCAs). In this talk, we focus on a special class of
SCAs, i.e., key-recovery chosen-ciphertext SCAs, on Kyber, Saber, FrodoKEM,
BIKE, HQC, and Classic McEliece. We assume that the adversary sends chosen
ciphertexts to the targeted user/device that runs the KEM algorithm, and meanwhile, the timing or power/EM side-channel information of such computation is
??

Supported partly by the Swedish Research Council (Grants No. 2019-04166 and No.
2021-04602) and by the Wallenberg AI, Autonomous Systems and Software Program
(WASP) funded by the Knut and Alice Wallenberg Foundation.
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Side-Channel-Assisted Chosen-Ciphertext Attacks on NIST PQC KEMs

leaked to the adversary. This threat model is of significance since these KEMs
(except for BIKE) claim to provide CCA security. One could find a long list of
papers in the CCA SCA attack model [8, 11, 15, 19, 9, 13, 5, 14, 18, 10, 17].
The basic idea of these attacks is to build a plaintext-checking oracle, i.e.,
given (m, c) to check whether c encrypts m or not, with the help of side-channel
leakages. These attacks can be categorized by whether the leakages are from the
employed CCA transformation such as the famous Fujisaki-Okamoto transform.
A second criterion for classification is whether the key-recovery is achieved by
some message-recovery approaches with designed connections between messages
and secret key entries.
In this talk, we discuss the general attack model and the classifications of the
known key-recovery CCA SCAs. We give detailed descriptions of timing attacks
against FrodoKEM [11], HQC and BIKE [9], and power/EM attacks against
a masked Saber implementation [13], and also against software and hardware
implementations of Classic McEliece [10].
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Recent Advances in Fully Homomorphic
Encryption
Kamil Kluczniak
CISPA Helmholtz Center for Information Security
kamil.kluczniak@cispa.de
May 19, 2022
Fully homomorphic encryption (FHE) is an encryption scheme that allows
performing arbitrary computation on encrypted data. In particular, a client encrypts a message m and sends the ciphertext to a server which, given a function
F , returns another ciphertext that decrypts to F (m). The concept of fully homomorphic encryption was first introduced by Rivest, and Dertouzos [16]. The
first theoretical realization of that concept is due to Gentry [10].
Circuit Private Fully Homomorphic Encryption. A critical property for
fully homomorphic encryption is circuit privacy. Roughly speaking, the ciphertext that is the product of the server computing a function F on encrypted data
should not reveal any information on the function F except that the ciphertext
decrypts to F (m). In more technical terms, to prove circuit privacy, we need
to show a simulator that, on input F (m), outputs a fresh encryption of F (m),
which is indistinguishable from the servers’ computed ciphertext. In particular,
the distribution of an evaluated ciphertext should be close or the same as the
distribution of a fresh encryption.
We can easily see that circuit private fully-homomorphic encryption gives us
semi-honest two-party computation with optimal communication. Namely, we
only need one round of communication. The first message can be reused, and
the communication complexity is independent of the size of the computation.
Furthermore, for so-called multi-hop fully homomorphic encryption schemes,
which is the focus of this paper, we can reuse the ciphertexts output from the
evaluation process and keep computing on them.
Surprisingly, despite over a decade of advances in constructing scalable fully
homomorphic encryption schemes [11, 4, 3, 12, 1, 13, 5, 2, 14, 8, 7, 6, 15],
and numerous implementations there is very little constructions and nearly no
implementation that we are aware of that natively provides circuit privacy. We
believe that the current state of practical circuit private FHE can be attributed
to the shortcomings in currently available methods to achieve circuit private
FHE.
Applications. Since circuit private FHE gives us two-party computation, all
applications for two-party computation protocols apply here as well. Among
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other these are private set intersection, neural network inference or analysis on
genomic data.
We note that circuit privacy is not always needed. Without circuit privacy FHE reduces to secure delegation. For example, in (single-server) private
information retrieval protocol (PIR) we are only interested in protecting the
user’s query, but not in the confidentiality of a potentially large database of
the server. Since we don’t protect the database, a trivial solution is to publish
the database. In PIR protocols, the goal, however, is to reduce communication
complexity while protecting the users’ queries.
On the other hand, we believe that for neural network inference, the confidentiality of the model is essential. In contrast to PIR, it is difficult to make an
argument for compressing the communication costs, as current FHE schemes
require sending public keys that are much larger than the size of the models
that these FHE schemes are practically able to evaluate. While there is a multitude of proposals to use FHE for neural network inference, to the best of our
knowledge, there is no proposal that provably guarantees the secrecy of the
model.
A Trivial Attack. We note that the evaluation process in most FHE implementations is deterministic. Thus the most trivial attack is to guess the circuit, perform the evaluation and check whether the servers output ciphertext
matches the locally computed ciphertext. This attack can be run even without
knowledge of the secret key. We stress, however, that even when the evaluation
process is randomized, the question of whether it is circuit private or not is not
immediately clear for many encryption schemes because the distribution of the
ciphertext may hugely differ from the distribution of a freshly chosen ciphertext
and may still leak non-trivial information on the computation. For example, all
currently known FHE schemes have noisy ciphertexts. This noise hidden from
the server may depend on the evaluated circuit, thus leaking information to the
client.
The Talk. In this talk we will discuss our recent research on circuit private fully
homomorphic encryption schemes. In particular, we design randomized bootstrapping algorithms that can sanitize a given ciphertext. We refer to our suit
of bootstrapping algorithms as Simul-E. Consequently, we obtain circuit privacy by running our bootstrapping before returning a ciphertext to the client.
To evaluate a circuit, we can use any other FHE scheme that has ciphertexts
represented as learning with errors samples, given that the scheme computes
correctly with high probability. Additionally, our bootstrapping can be programmed, and aside from re-encrypting a ciphertext, it can compute a function
on the underlying ciphertext along the way. In contrast to the washing machine
method, [9] that requires to run bootstrapping multiple times, we only need to
apply Simul-E once. We give a tight error analysis, propose parameters and
provide several optimizations. Finally, we implement our schemes in C++ and
give performance tests. To the best of our knowledge, this is the first realization of a FHE scheme that is designed, instantiated and implemented to support
circuit privacy, and which does not use noise flooding.
As a side contribution of independent interest, we show how to apply our
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scheme to build a round optimal private set intersection protocol with unique
efficiency and communication properties. Namely, the communication and time
complexity of the server is independent of the size of its set. The overall time
and communication complexity are only linear in the size of the client’s set.
Asymptotically, the communication cost, client, and server time are O(|SC |),
where |SC | is the size of the clients’ set. In practice, the client must run only
a single bootstrap (approx. 2 seconds) per element and send an approx 1.9
KB ciphertext. The server only performs decryptions that take approximately
26 microseconds per client query. We can run all user queries in parallel. The
server needs to publish a public key dependent on its set, but it is easy to update
the public key whenever we want to add or delete elements from the servers set.
This makes our scheme particularly useful for clients who make membership
queries to huge data sets.
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1. We present a novel cryptographic primitive, blind accumulator, aimed at constructing
e-voting systems. Blind accumulators collect private keys of eligible voters in a decentralized
manner not getting information about the keys. Once the accumulation is complete, a voter
processes the resulting accumulator deriving a public key that refers to the private key previously added by this voter. Public keys are derived deterministically and can therefore stand as
fixed voter pseudonyms. The voter can prove that the derived key refers to some accumulated
private key without revealing neither that key nor the voter itself.
The voter uses the accumulated private key to sign a ballot. The corresponding public key
is used to verify the signature. Since the public key is hard to associate with the voter, the
ballot does not even need to be encrypted to preserve privacy. However, in some cases (for
example, when intermediate voting results cannot be announced during the voting process),
encryption should be provided. Since the public key is fixed, it is easy to achieve verifiability,
to protect against multiple submissions of ballots by the same voter or, conversely, to allow
multiple submissions but count only the last one.
2. Cryptographic accumulators are special encodings of tuples of objects. We write a = [S]
to denote that an accumulator a encodes a tuple S. Accumulators are managed by algorithms
that translate operations involving S into operations over [S].
Typically, an accumulator [S] as well as the underlying set S are public. In our case, this is
not true: [S] remains public but S consists of private keys known only to their owners. Informally speaking, the accumulator collects objects blindly. That is why we call such accumulators
blind.
A private key sk ∈ S added to the accumulator [S] relates to a public key pk which is derived
from [S] with sk. The derived key is accompanied by a proof that sk ∈ S. The important point
here is that the proof does not reveal sk.
Another important point is that blind accumulators are not managed by any trusted party
which is usually responsible for maintaining the consistency of accumulators during their updates. Without a trusted party, the consistency is maintained in a decentralized manner by
validating transitions between [S] and [S ∪ {sk}]. Each transition is accompanied by a proof of
consistency generated by a party who adds sk to S.
More precisely, a blind accumulator scheme is a tuple of polynomial-time algorithms BAcc =
(Init, Add, PrvAdd, VfyAdd, Der, PrvDer, VfyDer) that are defined as follows:
– the probabilistic algorithm Init : 1l 7→ a0 takes a security level l ∈ N (in the unary form)
and outputs an initial accumulator a0 = [∅];
– the deterministic algorithm Add : (a, sk) 7→ a′ takes an accumulator a = [S] and a private
key sk, and outputs an updated accumulator a′ = [S ∪ {sk}];
– the probabilistic algorithm PrvAdd : (a, a′ , sk) 7→ α takes accumulators a, a′ and a private
key sk, and generates a proof α that a′ = Add(a, sk);
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– the deterministic algorithm VfyAdd : (a, a′ , α) 7→ b takes accumulators a, a′ and a proof α
that a′ = Add(a, sk) for some private key sk. The algorithm verifies the proof and outputs
either b = 1 for acceptance or b = 0 for rejection;
– the deterministic algorithm Der : (a, sk) 7→ pk |⊥ takes an accumulator a and a private
key sk, and either derives a public key pk or outputs the error symbol ⊥;
– the probabilistic algorithm PrvDer : (a, pk, sk) 7→ δ takes an accumulator a, a private
key sk and a public key pk, and generates a proof δ that pk = Der(a, sk);
– the deterministic algorithm VfyDer : (a, pk, δ) 7→ b takes an accumulator a, a public key pk
and a proof δ that pk = Der(a, sk) for some private key sk. The algorithm verifies the
proof and outputs either b = 1 for acceptance or b = 0 for rejection.
We impose obvious correctness requirements such as
)
a′ ← Add(a, sk),
⇒ VfyAdd(a, a′ , α) = 1,
α ← PrvAdd(a, a′ , sk)

Der([S], sk) =⊥ ⇔ sk ∈
/ S,

and suggest 4 security requirements: consistency, soundness, blindness, unlinkability. The first
three are closely related to the zero-knowledge proof (ZKP) concepts.
Consistency means that an (adversarial) algorithm A that claims to generate a correct proof
α not using a private key sk actually almost certainly uses it. So, a transition from a to a′ that
is confirmed by VfyAdd is almost certainly driven by a valid private key and a′ is consistent
(that is, correctly encodes a tuple of private keys) provided that a is consistent.
Soundness means that if an algorithm A is able to generate a correct proof δ that a derived
public key pk refers to some private key sk from an accumulator, then this algorithm almost
certainly uses this sk and, therefore, is run by an eligible party who previously added sk to the
accumulator.
Blindness means that the proofs α and δ generated by the algorithms PrvAdd and PrvDer
do not reveal information about sk.
Unlinkability means that it is hard for a coalition of dishonest parties involved in the accumulator management to distinguish a public key of some (unknown) honest party from a
random key. This implies the hardness of associating public keys with their owners.
3. We embed blind accumulators in the Pseudonymous Key Generation (PKG) protocol
which details the use of accumulators in practical settings close to e-voting.
In PKG, n authorized parties (voters) and moderator participate. The parties confirm their
authenticity by signing messages with long-term private keys. The corresponding public keys
are registered in a trusted infrastructure. The PKG protocol performs pseudonymization of
public keys: an input public key associated with a particular party of the protocol is turned
into a public key associated with some party.
The moderator is responsible for initializing the protocol, for storing accumulators that are
updated by the parties during the protocol execution, for providing access to the accumulators,
for verifying proofs of consistency of the accumulators. These functions are partially duplicated
by the parties themselves, who independently verify the consistency. A virtual moderation
through consensus decisions of the parties is potentially possible.
4. We propose an implementation of the BAcc scheme whose main computations resemble
the Diffie–Hellman protocol and which is therefore called BAcc-DH.
In BAcc-DH, a cyclic group Gq of large prime order q is used. We write this group additively
and denote by G∗q the set of nonzero elements of Gq . We also use the ring Zq of residues of
integers modulo q and the set Z∗q of nonzero (invertible) residues. The group Gq is constructed
in the algorithm BAcc-DH.Init. An input security level l determines the bit length of q.
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The initial accumulator a0 and all subsequent accumulators are words in the alphabet G∗q .
The first word a0 = G, where G ∈ G∗q . Since q is prime, G is a generator of Gq . The algorithm
BAcc-DH.Add takes a word a = G0 G1 . . . Gm and a private key u ∈ Z∗q , and outputs
a′ = G′0 G′1 . . . G′m G0 ,

G′i = uGi .

The updated accumulator a′ is accompanied by a proof that
logG0 G′0 = logG1 G′1 = . . . = logGm G′m .
Such a proof is a well-known ZKP tool. We use it in the algorithms BAcc-DH.PrvAdd and
BAcc-DH.VfyAdd.
After adding the private keys u1 , u2 , . . . , un , the resulting accumulator is the word
G0 G1 . . . Gn in which
U
G0 = U G, Gi = G, i = 1, 2, . . . , n.
ui
Qn
Here U = i=1 ui . Note that the size of the accumulator grows linearly with n, the accumulator
is not succinct.
The algorithm BAcc-DH.Der assigns to a private key ui a public key V = ui G0 . By construction,
ui = logGi G0 = logG0 V.
An owner of ui can prove the last equation by representing it as the knowledge of two equal
discrete logarithms. To hide i, the proof is concealed in the OR-composition
n h
i
_
logG0 V = logGj G0 .

j=1

Such a composition is also a well-known ZKP tool. We use it in the algorithms BAcc-DH.PrvDer
and BAcc-DH.VfyDer.
A private key u added to an accumulator a = G0 G1 . . . Gn and the corresponding public
key V = uG0 can be used in the ElGamal and Schnorr signatures. The Schnorr signature
algorithms are similar to the algorithms BAcc-DH.PrvAdd and BAcc-DH.VfyAdd exploiting the
same scheme.
With n voters, the proposed implementation requires storing O(n2 ) elements of Gq and
O(n) scalars of Zq as final and intermediate accumulators and associated proofs. Validating
the correctness of all proofs requires O(n2 ) scalar multiplications in Gq . The time and memory
requirements are not burdensome with n of several thousands. However, if n is much greater,
other implementations should be considered. One of the promising directions here is the division
of voters into small random groups that separately run PKG. Once the grouping-then-PKG
round is complete, voters use derived pseudonymous public keys in the second round, and then
in several more rounds achieving full pseudonymization.
5. We justify the security of BAcc-DH examining 4 security requirements. We mainly apply
well-known ZKP techniques related to Σ-protocols.
To deal with unlinkability, we use the Square Decisional Diffie-Hellman (SDDH) problem.
This problem is specified with respect to a cyclic group Gq with a generator G and consists
in deciding for a given triple (G, uG, vG), u, v ∈ Z∗q , if v ≡ u2 (mod q). We show that the
unlinkability is ensured if SDDH is hard.
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We present a work in progress report of an ongoing research1 project ”Modern processing
methods of encrypted archival documents”. This project is a special multidisciplinary research2
focusing on digitization, processing and solving historical ciphers used in the past by aristocratic
families living in the territory of today’s Slovakia. The archival documents which are the subject
of our research are deposited in several preserved fonds of these aristocratic families in the
Slovak National Archive in Bratislava. The cipher system used in these documents is called
Nomenclator [7, 11]. It is a complex encryption system consisting of several different simpler
encryption subsystems linked together during the encryption. It is one of the most prominent
encryption systems used before the 20th century.
The workflow of our research consists of these phases:
1. Research in archives - collection and digitization (creating digital image copies) of handwritten encrypted material.
2. Automated recognition and transcription of the encrypted documents - this involves various
HTR (Handwritten Text Recognition) methods.
3. Analysis and solving the ciphers from the transcribed documents.
Currently, we are dealing with the tasks of the second phase. An automated transcription of
historical manuscripts is an open research question in general. Manuscripts may vary based
on the time period, used language, writing style, etc. Transcribing a cipher text (or a cipher
key) can be even more problematic, because these systems may consist of a large number of
various symbols (glyphs), numbers and letters. However, we are dealing with a special case.
The investigation of the documents revealed that the used cipher symbol set consists of numbers
only (including special number modifications). Moreover, the writing style of the encrypted
text is clean and the used numbers are separated by relatively large spaces. The symbols are
therefore easier to read. The aforementioned text readability may be attributed to an effort
to minimize the possibility of error occurrence. Writing such clear and easy to read encrypted
parts requires a lot of skill and patience. In order to analyze and solve the manuscripts, we
first need to perform a transcription of the cipher text. One may do it manually, which is a
very time consuming and error-prone process. Other possibility is to use a modern automatic
method, such as deep convolutional neural networks.
We developed an automated transcription software adapted to our historical cipher texts.
During literature review, we came across similar solutions intended for historical text recognition.
There is a well-known web-based and offline solution called Transkribus capable of text recognition
and transcription of documents written in any language [10]. Similarly, authors in [8] introduced
a novel deep learning architecture, named DIGITNET, and a large-scale digit dataset, named
DIDA, to detect and recognize handwritten digits in historical document images written in the
1 This

work was supported by grant VEGA 2/0072/20.
work of cryptologists and computer scientists from the Slovak University of Technology in Bratislava
and historians from the Slovak Academy of Science.
2 Joint

19

20

Historical handwritten document processing using modern methods

19th century. Their solution was based on a well-know YOLO detector. Another attempt was
made by researchers in [9] who proposed a handwritten cipher text recognition based on few-shot
object detection. Our proposed solution is based on the modern and robust convolutional neural
network Mask R-CNN, which belongs to the family of state-of-the-art semantic segmentation
methods. Mask R-CNN takes an image of predefined size as input and performs detection
producing a bounding box and polygonal mask for each detected object. Moreover, detected
objects are assigned a class label.
For our needs, we manually created a new dataset of handwritten number annotations
using a Python graphical image annotation tool called LabelMe. We created 12 433 polygonal
annotations of digits from several handwritten documents. Currently, we are not aware of
any similar public dataset of such extent and precision so we consider this to be a substantial
contribution in the field. The correctness of digit annotations was further verified by the experts
from the Institute of History of the Slovak Academy of Sciences. Finally, the dataset was split
into three subsets (for training, validation and testing). We achieved notable results even after
a short period of training on GPU (100 epochs, using ResNet50 as backbone network). We
achieved 99.5% successful classification rate for all digits (in average) in the testing set (1 554
samples). Once the digits are detected and classified by Mask R-CNN, they are subsequently
converted to the plain text using our text transcription method which detects line positions
and extracts detected numbers line by line. We are currently tuning the network parameters,
improving the detection accuracy and performing experiments.
Automated document processing is a very complex task. We are developing several different
software applications. We also involve our university students in the research. Together, we are
exploring and developing various segmentation and classification tools. We are also working
on the extension of our dataset to further improve detection and recognition performance.
Currently, we are experimenting with well-known image augmentation techniques along with a
relatively novel method of image generation, GAN (Generative Adversarial Network) models.
Another direction of our future work is improving the line detection algorithm to perform well
on rotated images. We are also working on a detection of special modifications of numbers that
rarely appear in the documents. Last but not least, we plan to extend our software system so
it is not limited to just numbers, but it will be able to detect various cipher text symbols. In
addition to ciphertexts, we are also addressing the processing of cipher keys (nomenclators),
which is a challenging task. These keys are mostly drawn on a paper sheet and the individual
sub-encryption systems are visually separated. We are working on a (semi)automatic computer
vision method to identify, separate and process the individual sub-encryption parts.
We plan to publish our developed transcription tools and our dataset (polygonal annotations)
of historical handwritten numbers and cipher symbols as open-source projects (available for
other researchers). All projects will be documented and integrated to the Portal of Historical
Ciphers 3 [4,5] which is a special online project focusing on historical cryptology. We believe that
our results can help other researchers avoid the need for time-consuming manual transcription
of handwritten documents, not only in the field of historical cryptology.
With the developed tools we will transcribe our documents containing the cipher texts. This
is the most important part of our workflow before proceeding to the next phase, which will
be focused on the development of (semi)automatic methods [1, 2] to solve these ciphers using
modern approaches. Although these historical ciphers have been used in the past, breaking them
is not a trivial task in general. To break such a system in an automated way is a cryptanalytic
challenge. Some nomenclators were designed and used incorrectly [3], so there is a large chance
of solving them. However, some instances of nomenclators were designed in a way that is
impossible to solve them with known techniques [6].

3 https://hcportal.eu
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1. Introduction
Nowadays, our lives are increasingly dependent on information systems, which are only as secure as their weakest point. One of the critical issues
is entity authentication, and it bases on the possession of secret information (such as passwords). A password is a string of characters used to verify the
identity of a user. The benefit of passwords is that they are easy to use and deploy. Password usage is a widespread form of user authentication. Many
cryptographic schemes and systems apply passwords, e.g. password authentication schemes or Password-Based Key Derivation Function (PBKDF)[12, 10].
Passwords also serve as authentication data for key exchange protocols. The basic setting considers two parties that share the same password to establish
shared master or session keys. Such protocol, known as Password-Authenticated Key Exchange (PAKE), was first studied by Bellovin and Merritt [2] and
later formalized by Bellare et al. [1] in the game-based indistinguishability approach. In practice, passwords are often used for Single Sign-On (SSO) [11],
or the Kerberos authentication protocol [7].
Even though the remote registration of passwords is probably one of the most critical aspects of security and the initial step of any remote passwordbased protocol, it receives insufficient attention. In cryptographic password-based protocols, password registration is often skipped assuming that the
passwords are set securely and known to the parties before the protocol is executed and implemented. During the implementation of registration, the
chosen passwords are transmitted to the server through a secure channel (e.g. TLS channel), and users create or activate their account with their password
through the verification email. Nevertheless, the TLS implementations are rather complex with certifications as the users need to manage and update them.
Registrations may be incomplete, and if the TLS channel is not used, it may lead to a breach and leakage of confidential data (which conflicts with the
GDPR).
To improve the security of password registration, Kiefer and Manulis introduced a new family of protocols called Blind Password Registration (BPR) for
Verifier-Based Password-Authenticated Key Exchange (VPAKE) [4] and two-server PAKE [5]. They proposed Zero-Knowledge Password Policy Checks
(ZKPPC), enabling blind registration. Users register their chosen password with a server and prove that it suits the password policy without revealing any
information about the password, preventing password leakage from the server. The BPR protocol can be executed over the TLS channel established between
the client and the server. They define a security model for stand-alone blind password registration protocols which fulfil policy compliance and dictionary
attack resistance requirements. OPAQUE is an offline password registration, and it was recommended in [9], where a confidential channel is required and
authenticated by the server. The protocol contains only two messages (or three with mutual explicit authentication) and enables blind registration. Jarecki
et al. [8] also provide the security analysis of OPAQUE in a strong aPAKE model. The security against pre-computation attacks is proved and formulated
in the Universal Composability (UC) framework under the random oracle model.
An alternative to certificate-based cryptography and TLS is identity-based cryptography, which was first proposed by Shamir in 1984 [13]. The basic
idea of identity-based cryptography involves an asymmetric key pair where an arbitrary string can be used as a user public key. For this, a trusted authority or
Private Key Generator (PKG) is required to generate private keys from public keys and a master secret key. It is referred to as Identity-Based Cryptography
(IBC), and Boneh and Franklin [3] formalized the notion of Identity-Based Encryption (IBE), which uses bilinear pairings over elliptic curve groups.
However, Identity-Based Cryptography has a well-known disadvantage. If the PKG is corrupted and PKG’s secret key is revealed, all messages and private
keys are compromised. Our proposed scheme provides password secrecy even when PKG is attacked.
Our contribution
For the users’ registration, we propose an identity-based password registration scheme. Many systems apply unique identification data, and Identity-Based
Cryptography is ideal for these systems. A typical example is the enterprise environment. After the employees provide their data, they have delegated a
unique enterprise email address. Another example can be car buying, as the car owner is assigned a particular number plate. The fact that manufacturers
provide the option to attach vehicles to the owner through a user account in modern cars demonstrates the importance of registration. These accounts also
require the user to register a traditional password.
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The Identity-Based Cryptography is only used for our password registration protocol, where we require that the master secret key is changed daily. If
the master secret key becomes corrupt, it does not change the public key since newly generated system parameters only affect the secret keys. As the new
entrant receives a short-lived secret key from the PKG server, we eliminate the vulnerability of the PKG secret key. The server possesses an additional
secret key besides the identity-based key pair in our scheme. This secret key guarantees secrecy and prevents the attacker from accessing the password
information from the earlier registration even when the PKG becomes corrupt.
A device (e.g. smart card) or an application generates the salt value for the user, and it also checks the password that the user chooses. This checking
is a demanded password policy on the client-side. The user uses this device or application only once during registration. The server calculates the bilinear
map value of the password and the salt and then stores it along with the salt. Participants’ mutual authentication, the password’s confidentiality, and the salt
are ensured during transmission by applying the temporary identity-based key pair.
Note that our proposed registration is also fully blind, as users’ passwords and temporary PKG secret key are not known by the server during the
registration and subsequent authentication.
In contrast to traditional registration solutions, our solution does not require a TLS channel and can also omit the associated certificate management,
which can be efficiently implemented in a corporate or educational institution. According to our implementation, our protocol is more cost-effective than
the TLS-based and the other blind solutions ([4], [5]). It is unnecessary to manage certificates or execute costly cryptographic primitives.
For password verification and storage, bilinear mapping is used, which meets the requirements of password storage. In addition, the bilinear mapping
applied for password storage is a ”slow” function, and it can be extended for multi-rounds.
Comparison
BPR - two server
BPR - VPAKE
TLS-based
OAPAKE
Our proposition

Certificates
yes
yes
yes
no
no

Blind
yes
yes
no
yes
yes

Interactions
3
3
4
2
2

Online
yes
yes
yes
no
yes

We have also formalized the security analysis of the registration protocol. Unlike other schemes ([4], [5]) besides the password hashing scheme we also
consider the interactions, when the password information is sent securely. Consequently, we prove that our solution is secure against online attacks as well.
We introduce the definition for a secure password registration scheme, provide an adversarial model and show that our scheme is provably secure. Security
of the proposed registration protocol is based on the assumptions that Bilinear Diffie-Hellman problem is computationally infeasible, the bilinear map is a
one-way function and Mac is existentially unforgeable under an adaptive chosen-message attack in the Random Oracle Model.
Comparing the offline part of our scheme to [4] and [5], our protocol is still resistant against offline attacks even when the server is corrupted and the
client is weakly corrupted.

2. Registration
We introduce a password registration protocol with password and salt confirmation, i.e. the client is able to confirm that the server knows the map of
the correct password and the salt.
The protocol consists of a Setup and a Registration phase. During the Setup system parameters and keys are generated for the participants, during the
Registration phase the client sends its password information to the server and confirms that the server has received the verification value. The protocol
fulfils all the necessary requirements, such as password secrecy, mutual authentication and resistance against offline attacks.
Preliminaries
Definition 1. Let G additive and GT multiplicative be two groups of order q for some large prime q. A map ê : G × G → GT is an admissible bilinear map
if satisfies the following properties:
1. Bilinear: We say that a map ê : G × G → GT is bilinear if ê(aP, bQ) = ê(P, Q)ab for all P, Q ∈ G and all a, b ∈ Z.
2. Non-degenerate: The map does not send all pairs in G × G to the identity in GT . Since G, GT are groups of prime order, if P is a generator of G then
ê(P, P) is a generator of GT .
3. Computable: There is an efficient algorithm to compute ê(P, Q) for any P, Q ∈ G.
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Definition 2. Bilinear Diffie-Hellman Problem. Let ê : G × G → GT be a bilinear map on (G, GT ). Given (P, aP, bP, cP) for some a, b, c ∈ Z∗q , compute
ê(P, P)abc .
Definition 3. One-way Pairing [6]. Let ê : G × G → GT be a bilinear map on (G, GT ). We say that ê is a one-way pairing if for any polynomial time (in a
security parameter κ) algorithm A that takes as input G ∈ G and g ∈ GT and produces as output an element of G the probability Pr[ê(G, A(G, g)) = g] is
negligible. The probability is taken over the possible values of G and g.
Definition 4 (Computational Diffie-Hellman Problem). Let q be a prime a, b ∈ Z∗q and G be a multiplicative group of order q. For a given (g, ga , gb )
(with g ∈ G) compute gab .

Setup
We differentiate two participants: A client (C) requesting registration and a server (S ). During the setup, all system parameters and keys are generated
for the identity-based environment. A Private Key Generator (PKG) generates the identity-based secret keys for the participants. We denote the set of all
binary strings of finite length by {0, 1}∗ . A security parameter k and the descriptions of groups G, GT of order q are given, where q is a large prime, and the
bilinear map ê : G × G → GT and the function tr from Section 2 are made publicly available. The descriptions include polynomial time (in k) algorithms
to compute the group operations in G, GT as well as ê.
We build up the identity-based environment as follows. Let P be a generator of G. Choose a random α ∈ Z∗q and generate parameters P, αP. The master
secret key for the system is α and the system parameters par are given by par = (G, GT , ê, tr, P, αP, H, Mac), where H : {0, 1}∗ → {0, 1}ι is a cryptographic
hash function, where ι is the size of the long-lived key being exchanged and Mac : {0, 1}∗ → {0, 1}ν is a Message Authentication Code function, where ν, ι
are not necessarily different. System parameters par are publicly known.
Identities (e.g. e-mail address) denoted by IDC and IDS are generated for the participants. Public keys are derived, i.e. PKC = QC = tr(IDC ) and
PKS = QS = tr(IDS ). The PKG calculates the participants’ secret keys SKC = αQC and SKS = αQS . The server randomly generates x ∈ Z∗q , and sends
(QS , xαP) to the PKG.
Registration phase
In the registration phase, a client (C) registers to the server (S ) and sends the chosen salted password securely with the salt. An identity-based setting is
applied, all the benefits of Identity-Based Cryptography are utilized, i.e. we leave the chain of trust (long certificate chains) and the Public Key Infrastructure.
We take advantages of the characteristics of the bilinear map ê including bilinearity and one-way function. In this phase, mutual authentication between the
client and the server is processed. Moreover, at the end of this phase S stores the identity of C, the salt and the salted password securely received from C.
A long-lived key K is also exchanged. Figure 1 shows the process of registration between the client and the server.
During the setup, system parameters including P, αP, the public keys QC , QS and (QS , xαP) are made public.
• C chooses a random value z ∈ Z∗q which serves as a salt and a password psw. C computes the encoding from Section 2 to get R = tr(psw).
Subsequently, C creates a message m = ê(QS , zxαP + αQC ) · ê(zP, R) and a verification value V = H(ê(QS , zxαP + αQC )||K), where || denotes the
concatenation of the messages. K = H(ê(zP, R)) serves as a key that is transferred with the server. Values QC , m, V and zP are sent to server S .
Value zP is the salt and stored in the server’s password database. The salt is needed for S to verify the validity of ê(zP, R). Authentications of the
client and the message are based on the short-lived identity-based secret key αQC and the correctness of V.
• After receiving the registration request message (QC , m, V, zP) from C, S computes K = m · ê(αQS , xzP + QC ), where αQS is S ’s short-lived secret
key. Then S computes the value V 0 = H(ê(αQS , xzP + QC )||K 0 ), where K 0 = H(K) and checks whether V = V 0 holds. If they are equal, then S is sure
of the authenticity of the client and the validity of the other values K and zP. S stores QC , ê(zP, R) and zP in the database. Thereafter S generates a
random value r ∈ Z∗q and computes a Mac value MacK 0 (r). S sends a response (QS , MacK 0 (r), r).
• C receives the S message and calculates the Mac value applying K = H(ê(zP, R)). If MacK (r) is correct, then C is successfully authenticated by S ,
and C also confirms that server S knows ê(zP, R).
In the proposed password registration protocol, the client chooses a password (psw) and the salt (z) is generated. The bilinear map - a one-way map
- of the password and the salt (ê(zP, R)) is securely sent and stored on server side. The authenticity of message ê(zP, R) and zαP is verified by the server
as follows. The identity of the sender is verified by calculating ê(zP, R) from message m and xzP, applying secret server key αQS . Data integrity of the
messages is verified by checking the correctness of V. The salt information (zP) is sent randomized to provide its confidentiality. Confidentiality of ê(zP, R)
is assured. Value ê(QS , zxαP + αQC ) randomized by x is multiplied by ê(zP, R).
The client is able to confirm that the server has received and stored the correct password and salt information by checking the correctness of the
MacK 0 (r) value. In order to prevent replay attacks, value r ensures that the Mac value is fresh for every registration. Considering the time complexity, this
password registration is very efficient, since there is only one bilinear map calculation on user side and one bilinear mapping on server side besides the
Mac, hash operations and point multiplication by a scalar.

Csanád Bertók, Andrea Huszti, Szabolcs Kovács, Norbert Oláh

Client (C)
P, αP, xαP
QC = tr(IDC )
αQC
z ∈ Z∗q random, psw password
R = tr(psw)
m = ê(QS , zxαP + αQC ) · ê(zP, R)
K = H(ê(zP, R))
V = H(ê(QS , zxαP + αQC )||K)
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Server (S )
QS = tr(IDS )
αQS , x

QC ,zP,m,V

−−−−−−−−−−−−−−−−−−→

x · zP
K = m · ê(αQS , xzP + QC )
K 0 = H(K)
?

V = H(ê(αQS , xzP + QC )||K 0 )
r ∈ Z∗q random
MacK 0 (r)

QS ,MacK 0 (r),r

?

MacK 0 (r) = MacK (r)

←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
Store: QC , ê(zP, R), zP
Figure 1: Password registration protocol

3. Comparison with other Schemes
The performance evaluation is based on the running time of the protocol compared to two other available solutions, to the Blind Registration Protocol
and to the TLS handshake. Figure 2 shows the result of comparison. The OPAQUE protocol works offline, and we only compare our protocol with protocols
that work online. All of our tests are repeated 100 times to make sure to get a precise result. The performance tests of the BPR protocols were completed
on a laptop with an Intel Core Duo P8600 at 2.40GHz. We provide the computational time for pnly the TLS protocol run, the registration process takes
more time, since an e-mail-based verification is also needed. Our comparison shows that our registration protocol efficiency achieves a better solution.

Scheme
BPR- two server
BPR - VPAKE
TLS
Our proposition

Client
1,4 s
0,72 s

Server
0,68 s
0,67 s

0,072 s

0,023s

Full
2,76 s
1,5 s
0,168 s
0,095 s

Figure 2: Time efficiency
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Introduction

The emergence of quantum computers has demonstrated that is important to derive efficient
public key primitives that rely on new hard problems. Unfortunately, hard problems that can be
used for cryptographic purposes is rather limited as most schemes are either horribly inefficient
or are insecure.
At CECC 2021 Harangozó [2] proposed a new public key encryption scheme which relies
on the hardness of full rank factorization problems, i.e., when one has to decompose an n × n
matrix of rank r as the product of an n × r and an r × n matrix. The author claimed that this
is a hard problem. However, this is only a difficult algorithmic task if some extra conditions are
required from the decomposition (e.g., the matrices are defined over the reals and both matrices
have to satisfy some positivity conditions).
In this paper we highlight two different security issues with the paper. On the one hand, it
is not secure in the post-quantum world due to its homomorphic properties. Furthermore, we
also show that one can recover any message using a classical attack. We exploit the fact that
one can compute a rank factorization efficiently using Gaussian elimination and then break the
entire scheme using linear algebraic techniques.
Section 2 is devoted to the quantum security, section 3 contains our classical attack.

2

Post-quantum security of the scheme

In this section describe a quantum attack against the protocol from [2]. First we briefly recall
how encryption works. In the key generation phase Alice chooses full rank n × r matrices
F, Q, C, H, D, J, G , and full rank r × n matrices A, B, T, R over a finite field Fq which will be
her secret key. The public key consists of the following matrices:
K1 = F T, K2 = QA, K3 = CR, K4 = HT, K5 = QA
K6 = DR, K7 = JT, K8 = QB, K9 = GR.
To encrypt a message M one chooses random invertible n × n matrices E1 , E2 and the
ciphertext consists of Y1 , Y2 , Y3 which are derived from the following equations:
K1 E1 K2 + K3 E2 = Y1
K4 E1 K5 + K6 E2 = Y2
K7 E1 K8 + K9 E2 + M = Y3
We show that this encryption procedure has particular property that allows one to recover
the plaintext using a specific quantum algorithm.
Let us recall the definition of group homomorphic encryptions from [1]:
Definition 2.1. A public key encryption scheme E = (KeyGen, Enc, Dec) is called group
homomorphic, if for every output (pk, sk) of KeyGen(λ), the plaintext space P and the ciphertext
space Ĉ are non-trivial groups such that:
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– the set of all encryptions C = {Encpk (m; r) | m ∈ P, r ∈ Rnd} is a non-trivial subgroup of
Ĉ
– the decryption Decsk is a group homomorphism on C, i.e. Decsk (c·c′ ) = Decsk (c)·Decsk (c′ ),
for all c, c′ ∈ C.
It is easy to see that the encryption scheme from [2] is group homomorphic. Namely suppose
we have two messages M1 , M2 . Suppose we encrypt M1 with E1 , E2 , we encrypt M2 with E1′ , E2′
and their ciphertexts are Y1 , Y2 , Y3 and Y1′ , Y2′ , Y3′ respectively. Then Y1 + Y1′ , Y2 + Y2′ , Y3 + Y3′ is a
possible ciphertext corresponding to the message M1 + M2 with error matrices E1 + E1′ , E2 + E2′ .
Now, let us recall the main theorem of [1]:
Theorem 2.2. Let E = (KeyGen, Enc, Dec) be an IND-CPA secure group homomorphic
encryption scheme with abelian plaintext and ciphertext groups. Then, there exists a quantum
PPT algorithm that breaks the security of E with non-negligible probability.
This theorem proves that the underlying encryption scheme is not post-quantum secure. Essentially one can break the scheme using a variant of Shor’s algorithm for the hidden subgroup
problem.
This attack could potentially be thwarted by restricting the set of error matrices. In the next
section we propose a different attack which also works in that setting.

3

Security in the classical setting

After the previous section it is a natural thought to check whether the protocol is safe in the
non-quantum world. Let us recall the definition of full rank factorization from [4]:
Definition 3.1. Let K be a field. Let A ∈ K n×n with rank r. A full rank factorization of A is
A = CF where C ∈ K n×r and F ∈ K r×n .
Let K be a finite field. Then a full rank factorization of a matrix can be computed efficiently:
Proposition 3.2. Let A ∈ K n×n of rank r. Then there exists a polynomial-time algorithm that
computes the full rank factorization of A.
Proof. The three steps of the algorithm are based on the method of [4]. In step 1, we use
elementary row operations to reduce A to row reduced echelon form RREF (A), which can be
obtained by the Gaussian elimination in polynomial time. In step two, we create matrix C by
deleting all columns of A which correspond to non-pivot columns in RREF (A). In step three,
we delete all zero rows from RREF (A) to get matrix F . The number of columns in C and the
number of rows in F is r, since the rank of A is r. Observe, that CF is indeed equal to A, since
we multiply the pivot columns of A by the non-zero rows of the row reduced echelon form of
A.
⊔
⊓
The full rank factorization is not unique as CF = (CR)(R−1 F ) for every invertible R ∈ K r×r .
On the other hand, the next lemma shows that every decomposition can be obtained this way.
Lemma 3.3. Let A = CF be a full rank decomposition. Then every rank decomposition is of
the form (CR)(R−1 F ) for some invertible matrix R.
Proof. This is essentially an adaptation of [4, Theorem 2] for any field (as the original proof
works over the complex field). It is clear that for any R we get another full rank factorization.
Now in order to prove the reverse direction suppose that C1 F1 = C2 F2 are two full rank
factorizations. Since F2 has rank r it has a Moore-Penrose pseudoinverse (which exists over
every field according to [3]) F2∗ . Multiplying the equality C1 F1 = C2 F2 with F2∗ from the right
we get that C1 F1 F2∗ = C2 . Observe that F1 F2∗ is invertible and that F2 = (F1 F2∗ )−1 F1 by the
properties of the Moore-Penrose pseudoinverse.
⊔
⊓
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29

In the original scheme one is given three matrices K1 , K4 , K7 who admit full rank decompositions of the form
K1 = AT, K2 = BT, K3 = CT.
In the next proposition we show that if this is the case then one can find a decomposition of
this form (for a different T potentially):
Proposition 3.4. Suppose that one is given three matrices L1 , L2 , L3 ∈ Fn×n
such that they
q
admit a decomposition of the form
L1 = AT, L2 = BT, L3 = CT
where A, B, C ∈ Fn×r
and T ∈ Fr×n
. Then one can find a decomposition of the form
q
q
L1 = A′ T ′ , L2 = B ′ T ′ , L3 = C ′ T ′
where A′ , B ′ , C ′ ∈ Fn×r
and T ′ ∈ Fr×n
in polynomial time
q
q
Proof. First find a full rank decomposition of L1 = A′ T ′ using the algorithm from Proposition
3.2. Then solve the matrix equations L2 = XT ′ and L3 = Y T ′ . These correspond to systems
of linear equations which one can solve in polynomial time. What is left to show is that both
systems admit a solution. By Lemma 3.3 one has that A′ = AR and T ′ = R−1 T for some
invertible matrix R. Then one can see that X = BR and Y = CR are solutions to both systems
respectively.
⊔
⊓
Remark 3.5. Proposition 3.4 also holds if the fixed matrix (i.e., the matrix T ) is always on the
right.
Now we are ready to state our main theorem:
Theorem 3.6. We can decrypt any message in polynomial time only knowing the public keys
of the scheme
Proof. First we decompose the Ki in the following form using Proposition 3.4:
K1 = F ′ T ′ , K2 = Q′ A′ , K3 = C ′ R′ , K4 = H ′ T ′ , K5 = Q′ A′
K6 = D′ R′ , K7 = J ′ T ′ , K8 = Q′ B ′ , K9 = G′ R′
More precisely, we apply Proposition 3.4 three times: for (K1 , K4 , K7 ), (K2 , K5 , K8 ) and
(K3 , K6 , K9 ). There are two commons part of the equations: R′ E2 and T ′ E1 Q′ . We can compute
them in the following way:
R′ E2 = C ′−1 (Y1 –F ′ T ′ E1 Q′ A′ ).
We use the first part and substitute the expression to the second equation. From that, we get
the following:
T E1 Q = (H ′ –D′ C ′−1 F ′ )−1 Y2 A′−1 –(H ′ –D′ C ′−1 F ′ )−1 D′ C ′−1 Y1 A′−1 .
Then we define P ′ as described in the article, i.e. P ′ = (H ′ –D′ C ′−1 F ′ ). Substituting R′ E2 and
T ′ E1 Q′ into the third equation, we can represent the message M :
M = J ′ P ′−1 D′ C ′−1 Y1 A′−1 B ′ –G′ C ′−1 (I+F ′ P ′−1 D′ C ′−1 )Y1 –J ′ P ′−1 Y2 A′−1 B ′ +G′ C ′−1 F ′ P ′−1 Y2 +
Y3
.

⊔
⊓
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Conclusion

We showed two different polynomial-time attacks against the PKE from [2] and thus demonstrated
its insecurity. It is an interesting open problem to modify the scheme in some fashion such that
one requires a rank factorization with a specific property that is much harder to compute.
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Extended Abstract

The dynamically growing value of the Internet of Things market makes it one of the key branches
of technological development. The Internet of Things is a system that enables devices to connect
to a computer network and process data on their own with the help of special sensors. Hence,
the transmitted data must be secured. Since the resources of these devices are limited, special
cryptographic algorithms, called lightweight ciphers, have been designed. One such cipher is
the Simon cipher, designed in 2013 by the NSA. In [1], and [2], the best complexities of linear
and differential attacks for all versions of the SIMON cipher are presented. The attempt of an
algebraic attack has also been presented in [3].
The Shor [4] algorithm initiated the use of quantum computing for the factorization of
numbers. The Grover algorithm is a well-known quantum algorithm that can be used in
the cryptanalysis of symmetric ciphers. An attack with the use of the Grover algorithm is an
exhaustive search using a quantum implementation of a given cipher. The existence of this attack
reduces the security of symmetric ciphers to O(2m/2 ), where m is the key length. Moreover, this
attack targets universal quantum computers that currently have too few resources to perform
this attack. For example, the most powerful universal quantum computer was built by IBM and
had 127 qubits. Therefore, more and more interest is aroused in a quantum computer using
quantum annealing, which has much more resources. For example, the D-Wave Advantage
computer has 5760 qubits. This quantum annealer allows for solving general problems (presented
in Ising or QUBO form) with up to 1,000,000 variables and dense problems with up to 20,000
variables.
The QUBO (Quadratic Unconstrained Boolean Optimization) problem is a combinatorial
optimization problem in which the cost function f (x) is defined on an n-dimensional binary
vector space Bn to R, as follows:
QU BO : min f (x) = xt Qx,

(1)

where x is a vector of binary variables and Q is an upper triangular matrix of real weights. Since
for binary variables x2 = x occurs, the cost function can be represented in the following form:
X
X
QU BO : min f (x) =
Qi,i xi +
Qi,j xi xj .
(2)
i

i<j

One of the first cryptographic problems which was presented in the form of the QUBO
problem was the problem of integer factorization as the problem of asymmetric cryptography.
This transformation was proposed in [5]. The next work, [6], examined the discrete logarithm
problem, a problem of asymmetric cryptography, too.
In [7], it was presented how to solve a linear system of multivariate polynomial equations
using quantum annealing. In [8], we presented the method of transforming the problem of
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solving the system of multivariate polynomial equations describing the AES cipher into an
optimization problem in the form of QUBO, using the idea of algebraic attacks. The general
idea of this method is as follows.
At first, one has to obtain a system of multivariate polynomial equations fi , defined over the
field GF (q), describing a given cipher. Then, each equation fi is transformed into an equation
with Boolean variables and integer coefficients of the form fi′ = fi − q · ki , where ki is an integer
f
and ki ≤ ⌊ imax
q ⌋. The value of fimax is the maximal value that polynomial fi can have when
all of its binary variables have the value of one. Moreover, the value of ki has to be written as
the sum of Boolean variables kij , according to the following equation:
bl(kimax )−2

ki =

X
j=0

2j kij + (kimax − 2bl(kimax )−1 + 1) · kibl(ki

max

)−1

,

(3)

f

where bl(x) is the bit-length of integer x and kimax = ⌊ imax
q ⌋.
Since the transformation of the linear equations system into the QUBO problem is applied, in
the next step, the linearization of the equations fi′ is performed, and fi′lin = lin(fi′ ) is obtained,
where lin denotes the linearization operation. The problem of linearization of multivariate
polynomials is NP-hard. However, this method does not require the optimal solution. To
perform the linearization, the Rosenberg [9] method was used, which consists in replacing each
quadratic monomial with a new auxiliary binary variable. Since the target QUBO problem is
an unconstrained form, an appropriate penalty must be introduced to relate the new variable
with the replaced monomial. For example, when replacing the quadratic monomial xi xj with
xk , the following substitution is performed:
xi xj → xk + 2(xi xj − 2xk (xi + xj ) + 3xk ),

(4)

where 2(xi xj − 2xk (xi + xj ) + 3xk ) is a penalty. If xi xj = xk , then the penalty is zero. Otherwise,
if xi xj ̸= xk , then xi xj < xk + 2(xi xj − 2xk (xi + xj ) + 3xk ), where the penalty is so high that
such a solution should be rejected while searching for a minimum of a cost function. If the
replaced monomial has a d degree, then d − 1 substitutions shall be performed. The cost of each
reduction is one new binary variable per substitution, but a new variable can reduce a given
quadratic monomial in many system equations. The biggest problem is determining the optimal
order of reduction. In this method, successive substitutions during linearization according to the
order of the appearance of successive quadratic monomials have been performned. The penalty
denoted as P enlin after all substitutions is multiplied by the large positive constant M and is
added to the cost function of the QUBO problem.
P
The last step is to find the sum of squares of all polynomials fi′lin , obtaining i (fi′lin )2 .
Finally, the problem in the QUBO form was obtained as
X
(fi′lin )2 + M · P enlin − C,
(5)
i

P
where C is a constant appearing in the polynomial i (fi′lin )2 + M · P enlin . The binary variables
coefficients in equation (5) correspond with the elements of Q matrix in equation (2). The
Q matrix is given to D-Wave System.
The number of binary variables in the final problem of the QUBO form depends on the
multivariate polynomial equation system describing the given cipher. The size of the system
and the degree of polynomial equations depend on the structure of the cipher and the round
operations. The given cipher can be represented by several different systems, e.g., depending on
the algebraic structure over which one defines round operations.
This article presents the analysis of the structure of the Simon cipher, the way of describing it
using the multivariate polynomial equations system, and the size of the obtained QUBO problem
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for all members of the Simon cipher family. For example, for the Simon128/128 cipher, an
optimization problem in the form of QUBO, consisting of 27,718 binary variables, was obtained,
which is smaller than the QUBO problem for the AES128 algorithm, consisting of 29,770 binary
variables.
The calculation complexity of solving the problems in Ising or QUBO form using D-Wave
computer hasn’t been sufficiently studied. However, it may be supposed that if the Q matrix of
QUBO problem of Simon cipher is at most as dense as the Q matrix of AES cipher, then the
problem with fewer variables will be solved in a shorter time. Unfortunately, the amount of
resources of the current quantum annealers does not allow to break any variant of the Simon
cipher in practice. However, in this article the results of practical use of the presented method
for the smaller instance of Simon cipher will be presented.
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Abstract
This article considers two secret sharing schemes; conjunctive compartmented and disjunctive compartmented. The aim of the proposed schemes is that if there is a group of
companies having many compartments, a specified number of users from each compartment of every company has to collaborate to access the secret key for the conjunctive
compartmented scheme. While in a disjunctive compartmented scheme, any company can
get the secret key. The schemes we have proposed use elliptic curves and bilinear pairings.
Our schemes are verifiable and efficient. The proposed schemes are illustrated in full detail
by a concrete example using SageMath.
Keywords: Elliptic curves, Bilinear pairings, Secret sharing, Compartmented access
structure.

Introduction
A secret sharing scheme is a method for distributing a secret among the participants, each of
whom is given a share of the secret. A predetermined set of users, called an authorized set,
pool their shares to reconstruct the secret. The collection of all authorized subsets of users is
known as the access structure.
In this article, we have proposed two schemes; a conjunctive compartmented secret sharing
scheme and a disjunctive compartmented secret sharing scheme. The proposed schemes use
elliptic curves [7] and bilinear pairings [3]. The access structure for the compartmented secret
sharing scheme is defined as follows.

Compartmented Access Structure
Let U = {u1 , u2 , · · · , un } be a collection of n users, partitioned into m disjoint compartments
m
P
U1 , U2 , · · · , Um . For each compartment Ui , let ti ≥ 1 be the threshold number and let t ≥
ti
i=1

be an integer. The compartmented access structure is described as the collection of all subsets
* The Author was supported in part by the Council of Scientific and Industrial Research, India, under award
letter 09/414(1146)/2017-EMR-I.
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of t (or more) number of users with at least ti users from compartment Ui , 1 ≤ i ≤ m, are
eligible to reconstruct the secret. Mathematically, the access structure is
Γ = {V ⊆ U : |V ∩ Ui |≥ ti for every i = 1, 2, · · · , m, and |V |≥ t}.
Many compartmented schemes have been proposed in the literature. For example, the scheme
[1] is based on locally repairable codes. The paper [2] uses polynomial and requires a secure
channel for distributing the shares. A computationally perfect compartmented secret sharing
scheme has been proposed using MDS codes in [4]. In the paper [6], the authors introduced
a joint compartmented threshold access structure where the compartments are not necessarily
disjoint. There are also many secret sharing schemes that use polynomial (see [8], for example).

Motivation
A group of companies wants to merge for a project. The companies have their individual
and global secret key. In a conjunctive compartmented secret sharing scheme, if a particular
(threshold) number of users from each compartment of every company collaborates, they can
get the global secret. While in a disjunctive compartmented secret sharing scheme, a particular
number of users of any company are allowed to collaborate and reconstruct the global secret.

Proposed Secret Sharing Schemes
Let C1 , C2 , · · · , Cm be the m companies. Each company Ci has mi compartments Ci1 , Ci2 , · · · ,
Cimi , 1 ≤ i ≤ m. Suppose there is a set U of n users divided disjointly into these compartments
in the presence of a trusted
Dealer. For each compartment Cij , let tij ≥ 1 be the threshold
P
number and let ti ≥
tij be the threshold for each company Ci . We define the conjunctive
compartmented access structure as
Γ1 = {A ⊆ U : for each i, 1 ≤ i ≤ m, |A|≥ ti and |A ∩ Cij |≥ tij for all j, 1 ≤ j ≤ mi }.
Similarly, the disjunctive compartmented access structure is defined as
Γ2 = {A ⊆ U : for some i, 1 ≤ i ≤ m, |A|≥ ti and |A ∩ Cij |≥ tij for all j, 1 ≤ j ≤ mi }.
Let q be a prime power and E be an elliptic curve. Let P ∈ E(Fq ), i.e., P be a point
on elliptic curve E over Fq . Let Ga = ⟨P ⟩ be a group of large prime order ℓ so that elliptic curve discrete logarithm problem is hard to solve. Dealer chooses company secret keys
K1 , K2 , · · · , Km ∈ [0, ℓ−1] for C1 , C2 , · · · , Cm respectively and a global secret key K ∈ [0, ℓ−1].
(i)
(i)
(i)
(i)
Let aj1 , aj2 , · · · , ajtij ∈ [0, ℓ − 1] be tij random integers, with aj1 ̸= 0, for each compartment
Cij , 1 ≤ i ≤ m and 1 ≤ j ≤ mi .
We have following two cases.

Case I. ti =

mi
P

tij

j=1

 Dealer chooses a matrix Mij of order nij × tij for each Cij , 1 ≤ i ≤ m and 1 ≤ j ≤ mi ,
having the following property. Any submatrix of Mij consisting of tij rows is invertible.
Such matrices are known as MDS matrices [5].
T

T

(i) (i)
(i)
(i) (i)
(i)
 Dealer computes bj1 , bj2 , · · · , bjnij
= Mij · aj1 , aj2 , · · · , ajtij
for each compart-

ment Cij , 1 ≤ i ≤ m and 1 ≤ j ≤ mi , where AT denotes transpose of the matrix A.
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(i)

(i)

(i)

(i)

(i)

 The users uj1 , uj2 , · · · , ujnij in the compartment Cij randomly choose secret xj1 , xj2 , · · · ,
(i)

(i)

(i)

(i)

xjnij ∈ [1, ℓ − 1], respectively and make xj1 P, xj2 P, · · · , xjnij P public.
(i) (i)

(i) (i)

(i)

(i)

 Then Dealer computes bj1 xj1 P, bj2 xj2 P, · · · , bjnij xjnij P for users in each compartment
Cij of company Ci and sends (publicly) to the respective users in Cij .
(i)

(i)

(i)

(i)

(i)

(i)

 The users uj1 , uj2 , · · · , ujnij in Cij will get the shares bj1 P, bj2 P, · · · , bjnij P by computing

−1

−1

−1
(i)
(i) (i)
(i)
(i) (i)
(i)
(i)
(i)
xj1
bj1 xj1 P, xj2
bj2 xj2 P, · · · , xjnij
bjnij xjnij P.

Case II. ti >

mi
P

tij

j=1

Let t′i = ti −

mi
P

j=1

tij . For each j, 1 ≤ j ≤ mi , Dealer chooses a matrix Aij of size nij × tij and

a matrix Bi of size

mi
P

j=1

nij × t′i , and consider the matrix

Ai1
O


Ai =  ...

O
O

O
Ai2
..
.

···
···
..
.

O
O
..
.

O
O
..
.

O
O

···
O

Ai(mi −1)
···

O
Aimi






.
Bi 



The choice of Ai is such that the submatrix of Ai corresponding to any set of (ti users) collaborating users is invertible.
Dealer chooses t′i random values αi1 , αi2 , · · · , αit′i ∈ [0, ℓ − 1] for company Ci , 1 ≤ i ≤ m. For
(i)

each 1 ≤ i ≤ m, 1 ≤ j ≤ mi and 1 ≤ k ≤ nimi , let bjk defined by


T
(i)
(i)
(i) (i)
(i)
(i)
b11 , b12 , · · · , b1ni1 , · · · , bmi 1 , bmi 2 , · · · , bm
i nimi

T
(i)
(i)
(i)
(i)
= Ai · a11 , · · · , a1ti1 , · · · , ami 1 , · · · , ami tim , αi1 , αi2 , · · · , αit′i
i

(i)

for users in each company Ci for 1 ≤ i ≤ m. The Dealer distribute the shares bjk P to the users
in Cij as in Case I.

1. Conjunctive Compartmented Secret Sharing Scheme
!


mi
P
(i)
(i)
Dealer computes si =
e P, aj1 P + Ki or equivalently si = e P,
aj1 P + Ki and
j=1
j=1
 m

P
computes S = e P,
Ki P + K, where e is the modified Tate pairing (as defined in [3]).
m
Qi

i=1

Finally, Dealer makes P , Mij , Ai , si and S public.

We note that (see [3]), for any P, Q ∈ E[ℓ], e(P, Q) ∈ µℓ ⊆ F∗qk ⊆ Fqk . Also, for K, Ki ∈ [0, ℓ]
we have K, Ki ∈ Fqk . Thus e(P, Q) + K and e(P, Q) + Ki are in Fqk .
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2. Disjunctive Compartmented Secret Sharing Scheme
The Dealer computes si =

m
Qi

j=1



 P

mi
(i)
(i)
e P, aj1 P + Ki or equivalently si = e P,
aj1 P + Ki and
j=1

a polynomial S(x) = (x − K1 )(x − K2 ) · · · (x − Km ) + K. Finally, Dealer makes P , Mij , Ai , si
and S(x) public.

The reconstruction of the secret will be provided in the main article. We have analysed the
security aspects of the proposed schemes. The following are some of the observations.
Theorem 1. The secret key K cannot be accessed by an unauthorised group of users.
Observation 2 (For the conjunctive compartmented scheme). The probability of guessing a
random point Q ∈ E[ℓ] such that S − e(P, Q) = K is 1/ℓ, where E[ℓ] is the set of ℓ-torsion
points on elliptic curves [3].
Observation 3 (For the disjunctive compartmented scheme). The probability of guessing an
integer K ′ ∈ [0, ℓ − 1] such that S(K ′ ) = K is m/ℓ.
We observe that the constant term of S(x) is K1 K2 · · · Km + K where K is the global secret.
Thus by changing the constant term of the polynomial, it is difficult to get any information
about K.
We have given an example of the proposed schemes using modified Tate pairing [3] and their
computations using SageMath. We have also computed the complexity of the proposed schemes.
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Abstract
This paper presents an approach to solving the elliptic curve discrete
logarithm problem on alternative curve models over prime fields using a
quantum annealing and index calculus method. Part of the algorithm,
namely a relation searching, is transformed into Quadratic Unconstrained Boolean Optimization (QUBO) problem and then is efficiently solved using the D-Wave computer by quantum annealing. As a
consequence of the fact that x-line arithmetic on the Montgomery curve
has a simpler form than the analogous on the short Weierstrass curve,
the resulting QUBO problem will be smaller, which means that bigger
problems may possibly be solved.

1

Introduction

The dynamic development of quantum computers allows for solving increasingly complex problems, such as factorization, discrete logarithm problem in
finite fields, or discrete logarithm problem on elliptic curves. For now, quantum
technology makes it possible to overcome issues whose scale may be measured
in tens of bits, and thus, it is not a severe danger nowadays. Nevertheless, it is
impossible to predict what will happen in the next few months or years, which
algorithms may become significantly less safe, and how fast this process will
develop. Perhaps the results obtained as part of this article’s work will help
someone speed up the process a little bit.
Quantum annealing is nowadays an interesting approach to quantum computing. There are several papers where cryptanalysis using quantum annealing
is performed, for example, for integer factorization [1, 2, 3], discrete logarithm
problem over prime fields [4], elliptic curve discrete logarithm problem [5], which
is described below, and algebraic attacks on block ciphers [6].
Let E be the elliptic curve defined over some prime finite field Fp . The discrete logarithm problem is about finding such k, that for given points
P, Q ∈ E(Fp ) one has Q = [k]P ∈ E(Fp ). Semaev proposed in 2004 [7] the index
calculus algorithm for the discrete logarithm problem on elliptic curves. Its purpose is to find bounded solutions to modular multivariate polynomial equations,
which are obtained from the elliptic curve summation polynomials of a specific
form. These polynomials have roots, when curve points sum to O. According to
38
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this fact, for elliptic curves in short Weierstrass form E/Fp : y 2 = x3 + Ax + B,
the 2-nd Semaev polynomial is given by
f2 (xP , xQ ) = xP − xQ .

(1)

It is not challenging to find 3-rd Seamev polynomial as well
f3 (xP , xQ , xR ) = x2Q x2R − 2xP xQ x2R + x2P x2R − 2xP x2Q xR − 2x2P xQ xR
−2AxQ xR − 2AxP xR − 4BxR + x2P x2Q − 2AxP xQ − 4BxQ − 4BxP + A2 .

For any m ≥ 4 and m − 3 ≥ k ≥ 1, one can find fm (xP , . . . , xm ) as

fm (xP , . . . , xm ) = Res (fm−k (xP , . . . , xm−k−1 , x) , fk+2 (xm−k , . . . , xm , x)) .

(2)

(3)

Value of the (m + 1)-th summation polynomial fm+1 (xP , . . . , xm , xR ) is equal
to zero if and only if for i = 1, m there exist yi , for
Pmwhich every point of the form
(xi , yi ) lies on the elliptic curve and their sum i=1 (xi , yi ) = (xR , yR ) ∈ E(K).
Point (xR , yR ) is obtained by computing [α]P + [β]Q for some arbitrary α and
β. The roots of polynomial fm+1 may be found with a high nprobability if xi ois
1
1
bounded by p m , so one may define a decomposition base B = x : 0 ≤ x ≤ p m ,
with m being a fixed integer. Due to applied method, the focus should be put
on the 3-rd Semaev polynomial, that means a case when m = 2.
Because transforming searching for solutions into the QUBO problem is feasible, one can perform it via a quantum annealer, for example, a D-Wave computer. The idea and exemplary performance for a short Weierstrass elliptic
curve model were described in [8] and the method allowed to broke ECDLP
for the 8-bit prime field. Since x-line arithmetic on Montgomery curves is less
complicated than arithmetic on short Weierstrass curves, performing an index
calculus method as shown in [8], but on Montgomery curves, may allow to broke
ECDLP for a larger prime field than 8-bit one.
According to Semaev polynomials’ property, they have roots when curve
points sum to O. For the Montgomery curve, 2-nd Semaev polynomial is identical as for the short Weierstrass curves (1). To obtain 3-rd polynomial on the
Montgomery curve EM /Fp : by 2 = x3 + ax2 + x, one needs to start with an
equation, which fulfills the above property, namely for points P, Q, R ∈ EM
(xR − xP +Q )(xR − xP −Q ) = x2R − (xP +Q + xP −Q )xR + xP +Q xP −Q = 0 (4)
has to be satisfied. It is easy to obtain equations for xP +Q + xP −Q and
xP +Q xP −Q using general Montgomery curve arithmetic
xP +Q + xP −Q =
xP +Q xP −Q =

2x2P xQ +2xP x2Q +4axP xQ +2xP +2xQ
,
x2P −2xP xQ +x2Q
x2P x2Q −2xP xQ +1
.
x2P −2xP xQ +x2Q

(5)

Finally, the 3-rd Seamev polynomial is given by
fM,3 (xP , xQ , xR ) =

x2R x2P − 2x2R xP xQ + x2R x2Q − 2xR x2P xQ − 2xR xP x2Q
−4axR xP xQ − 2xR xP − 2xR xQ + x2P x2Q − 2xP xQ + 1.

(6)

Using expression (6), one may transform searching for equation roots problem into the QUBO problem and then solve it via D-Wave quantum annealer.
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Introduction
Strumok is a word oriented stream cipher that was introduced in 2016 and was adopted as
the national encryption standard of Ukraine in 2019 (standard DSTU 8845:2019). According to
the document of the standard it has has two modes: Strumok-256 (to work with 256 bit keys)
and Strumok-512 (to work with 512 bit keys).

Main results
Strumok cipher completely based on the structure of the SNOW 2.0 stream cipher, but is
focused on working with 64-bit words to provide better performance on the modern computers.
Like any other stream cipher from SNOW 2.0 family Strumok cipher consists of a length 16
linear feedback shift register over F264 , feeding a finite state machine with two 64-bit registers: r1
and r2 (the structure is depicted in Figure 1).

Figure 1. The structure of the Strumok cipher
So the main differences in the Strumok cipher compared to SNOW 2.0 stream cipher are:
usage of 64 bit words, different LFSR, non-linear transformation is based on Kalyna cipher (from
another Ukrainian standard — DSTU 7624:2014) and some changes in the cipher initialization.
The LFSR has a primitive feedback polynomial over F264 which is
f (x) = x16 + x13 + α−1 x11 + α,
* andrey.fesenko@gmail.com
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where α is the root of the primitive polynomial over F28
g(z) = z 8 + β 170 z 7 + β 166 z 6 + β 2 z 5 + β 224 z 4 + β 70 z 3 + β 2 .
In turn, F28 is generated by the irreducible polynomial over F2
p(y) = y 8 + y 4 + y 3 + y 2 + 1,
By design, the Strumok cipher algorithm distinguishes three main functions: the internal
state initialization function Init, which takes as input the secret key K (of either 256 bits or
512 bits) and the initialization vector IV (known in public with 256 bit length), and calculates
the initial value of the state variable S0 = (s(0) , r(0) ); state update function, which takes as input
the state value Si = (s(i) , r(i) ) and calculates the next value of the state Si+1 = (s(i+1) , r(i+1) ),
and which can be performed in two modes — normal and initialization mode; an output function
that takes the input state Si = (s(i) , r(i) ) and calculates a 64-bit value of the key stream Zi .
Our main analysis will be focused on cipher initialization part of the Strumok cipher.
It is more convenient to use slightly changed notation and algebraic cipher model to analyze
64
the Strumok cipher. To denote elements of the set { 0, 1 } we will use lowercase letters,
possibly with indexes, and to denote strings that result from concatenation of elements of the
64
set { 0, 1 } , we will use uppercase letters with the additional notation b , possibly with indexes.
64
64·n
b
If X ∈ { 0, 1 }
is the result of concatenation of the ordered set xn−1 , . . . , x0 ∈ { 0, 1 } , then
b = xn−1 ||. . . ||x0 or as X
b = (xn−1 , . . . , x0 ). The numbering of the
we will denote this as X
components of a line usually starts with the index 0, which indicates the far right subword.
64
For the values of the LFSR cells we will use the notation s15 , . . . , s0 ∈ { 0, 1 } ; for values of
64
finite state machine registers — r2 , r1 ∈ { 0, 1 } ; to indicate the internal state of the cipher —
c ∈ { 0, 1 }1152 , where W
c = s15 ||. . . ||s0 ||r2 ||r1 , s15 , . . . , s0 , r2 , r1 ∈ { 0, 1 }64 ; to indicate the eleW
64
ment of the key stream — z ∈ { 0, 1 } , if necessary, using the values of the corresponding clock
cycle in the superscript for all entered notations.
64
For elements of the set { 0, 1 } we will denote by ⊕ the binary addition operation modulo 2;
through ¬ — unary bitwise operation; through +64 — binary addition operation modulo 264
(to reduce the record for this operation we will also use the notation +). By 0 we denote the
64
element of the set { 0, 1 } , which consists of 64 characters 0, respectively, by 1 we will denote
an element consisting of 64 characters 1.
The mode of the cipher Strumok with 256 bit key will be referred to as Strumok-256 cipher,
and the mode with 512 bit key — as Strumok-512 cipher.
To use an algebraic model of key initialization we need to define additional mappings which
will use the values of the secret key and initialization vector to initialize the internal state of the
cipher.
256
256
1152
Let the mapping SetKey 256 : { 0, 1 } × { 0, 1 }
→ { 0, 1 }
be defined as fol256
256
b
c
b = k3 ||. . . ||k0 ,
lows so that for arbitrary values K ∈ { 0, 1 }
and IV ∈ { 0, 1 } , K
64
c
IV = iv 3 ||iv 2 ||iv 1 ||iv 0 , where k3 , . . . , k0 , iv 3 , iv 2 , iv 1 , iv 0 ∈ { 0, 1 } , the mapping result
b IV
c) = W
c = s15 ||. . . ||s0 ||r2 ||r1 , where
is SetKey 256 (K,
s15
s14
s13
s12

= ¬k0 ,
= k1 ,
= ¬k2 ,
= k3 ,

s11 = k0 ,
s10 = ¬k1 ,
s9 = k2 ,
s8 = k3 ,

s7
s6
s5
s4

= ¬k0 ,
= ¬k1 ,
= k2 ⊕ iv 3 ,
= k3 ,

512

s3
s2
s1
s0

= k0 ⊕ iv 2 ,
= k1 ⊕ iv 1 ,
= k2 ,
= k3 ⊕ iv 0 .
256

r1 = 0,
r2 = 0.

1152

Accordingly, the mapping SetKey 512 : { 0, 1 } × { 0, 1 }
→ { 0, 1 }
is defined as
b ∈ { 0, 1 }512 and IV
c ∈ { 0, 1 }256 , K
b = k7 ||. . . ||k0 ,
follows so that for arbitrary values K
c = iv 3 ||iv 2 ||iv 1 ||iv 0 , where k7 , . . . , k0 , iv 3 , iv 2 , iv 1 , iv 0 ∈ { 0, 1 }64 , the mapping result
IV
b IV
c) = W
c = s15 ||. . . ||s0 ||r2 ||r1 , where
is SetKey 512 (K,
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s0
s1
s2
s3

= k7 ⊕ iv 0 ,
= k6 ,
= k5 ,
= k4 ⊕ iv 1 ,

s4
s5
s6
s7

= k3 ,
= k2 ⊕ iv 2 ,
= k1 ,
= ¬k0 ,

s8 = k4 ⊕ iv 3 ,
s9 = ¬k6 ,
s10 = k5 ,
s11 = ¬k7 ,
1152

s12
s13
s14
s15

= k3 ,
= k2 ,
= ¬k1 ,
= k0 ,
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r1 = 0,
r2 = 0.

1152

Let the mapping N ext : { 0, 1 }
→ { 0, 1 }
be defined so that for an arbitrary
c ∈ { 0, 1 }1152 , W
c = s15 ||. . . ||s0 ||r2 ||r1 , where s15 , . . . , s0 , r2 , r1 ∈ { 0, 1 }64 ,
value of W
64
c ) = s16 ||s15 ||. . . ||s1 ||r̃2 ||r̃1 ,
the
value
N ext(W
where
s16 , r̃2 , r̃1 ∈ { 0, 1 } ,
s16 = s13 ⊕ (s11 ⊗ α−1 ) ⊕ (s0 ⊗ α), r̃2 = T (r1 ), r̃1 = r2 + s13 .
1152
1152
The mapping N extinit : { 0, 1 }
→ { 0, 1 }
is defined so that for an arbitrary
1152
c ∈ { 0, 1 }
c = s15 ||. . . ||s0 ||r2 ||r1 , where s15 , . . . , s0 , r2 , r1 ∈ { 0, 1 }64 ,
value of W
, W
64
c ) = s16 ||s15 ||. . . ||s1 ||r̃2 ||r̃1 ,
the
value
N ext(W
where
s16 , r̃2 , r̃1 ∈ { 0, 1 } ,
s16 = s13 ⊕ (s11 ⊗ α−1 ) ⊕ (s0 ⊗ α) ⊕ r2 ⊕ (r1 + s15 ), r̃2 = T (r1 ), r̃1 = r2 + s13 .
1152
64
The mapping Strm : { 0, 1 }
→ { 0, 1 }
is defined so that for an arbitrary
c ∈ { 0, 1 }1152 , W
c = s15 ||. . . ||s0 ||r2 ||r1 , where s15 , . . . , s0 , r2 , r1 ∈ { 0, 1 }64 , the
value of W
c ) = s0 ⊕ r2 ⊕ (s15 + r1 ).
value Strm(W
b ∈ { 0, 1 }256 and initialization vector IV
c ∈ { 0, 1 }256 the
For arbitrary fixed key value K
(−33)
b IV
c ).
internal state of the cipher Strumok-256 at time (−33) is W
= SetKey256 (K,
For moments of time t ∈ { −32, . . . , −1 } the internal state of the cipher Strumok-256
at time t determined iteratively W (t) = N extinit (W (t−1) ). The internal state W (0) of
the cipher Strumok-256 at time 0 is defined as W (0) = N ext(W (−1) ). For time moments t ∈ N1 , t ≤ 280 , the internal state of the cipher Strumok-256 at time t is determined
iteratively W (t) = N ext(W (t−1) ), and the corresponding value of the key stream at time t,
t ∈ N0 , is defined as z (t) = Strm(W (t) ).
b ∈ { 0, 1 }512 and the initializaSimilarly, for arbitrary fixed values of the key K
c ∈ { 0, 1 }256 the internal state of the cipher Strumok-512 at time (−33)
tion vector IV
(−33)
b IV
c ). For moments of time t ∈ { −32, . . . , −1 } the internal state
is W
= SetKey 512 (K,
of the cipher Strumok-512 at time t is determined iteratively W (t) = N extinit (W (t−1) ). The
internal state W (0) of the cipher Strumok-512 at time 0 is defined as W (0) = N ext(W (−1) ).
For time moments t ∈ N1 , t ≤ 280 , the internal state of the cipher Strumok-512 at time t is
determined iteratively W (t) = N ext(W (t−1) ), and the corresponding value of the key stream at
time t, t ∈ N0 , is defined as z (t) = Strm(W (t) ).
512
256
1152
Define a new mapping N ewSetKey 512 : { 0, 1 } × { 0, 1 }
→ { 0, 1 }
is de512
256
b
c
fined as follows so that for arbitrary values K ∈ { 0, 1 }
and IV ∈ { 0, 1 } ,
b = k7 ||. . . ||k0 , IV
c = iv 3 ||iv 2 ||iv 1 ||iv 0 , k7 , . . . , k0 , iv 3 , iv 2 , iv 1 , iv 0 ∈ { 0, 1 }64 , the mapping reK
b IV
c) = W
c = s15 ||. . . ||s0 ||r2 ||r1 , where
sult is N ewSetKey 512 (K,
s0
s1
s2
s3

= k7 ,
= k6 ⊕ 1,
= k5 ,
= k4 ⊕ 1,

s4
s5
s6
s7

= k3 ,
= k2 ,
= k1 ⊕ 1,
= k0 ⊕ 1,

s8 = k7 ⊕ iv 0 ,
s9 = k6 ,
s10 = k5 ,
s11 = k4 ⊕ iv 1 ,

s12
s13
s14
s15

= k3 ,
= k2 ⊕ iv 2 ,
= k1 ,
= k0 ,

r1 = 0,
r2 = 0.

We will use the NewStrumok-512 cipher name to denote a new cipher which is Strumok-512
cipher with the only change in using N ewSetKey 512 mapping instead of SetKey 512 in cipher
initialization phase.
512
256
512
256
Now consider the mapping φ512 : { 0, 1 } × { 0, 1 }
→ { 0, 1 } × { 0, 1 } , which
b ∈ { 0, 1 }512 and IV
c ∈ { 0, 1 }256 , K
b = k7 ||. . . ||k0 ,
is defined so that for arbitrary values K
64
c = iv 3 ||. . . ||iv 0 , where k7 , . . . , k0 , iv 3 , . . . , iv 0 ∈ { 0, 1 } , the mapping result is calculated
IV
b IV
c ) = (k̃7 ||. . . ||k̃0 , iv
˜ 3 ||. . . ||iv
˜ 0 ), where
as φ512 (K,
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k̃0
k̃1
k̃2
k̃3

= k0 ,
= k1 ⊕ 1,
= k2 ⊕ iv 2 ,
= k3 ,

k̃4
k̃5
k̃6
k̃7

˜0
iv
˜1
iv
˜2
iv
˜3
iv

= k4 ⊕ iv 1 ⊕ 1,
= k5 ,
= k6 ⊕ 1,
= k7 ⊕ iv 0 ,
512

Claim 1. The mapping φ512 : { 0, 1 }

× { 0, 1 }

256

512

→ { 0, 1 }

= k4 ⊕ k7 ⊕ iv 0 ⊕ iv 3 ,
= k4 ⊕ k7 ⊕ iv 1 ,
= iv 2 ,
= iv 1 .
256

× { 0, 1 }

is a bijection.

b ∈ { 0, 1 }512 and IV
c ∈ { 0, 1 }256 we have the idenClaim 2. For arbitrary values K
b IV
c ) = N ewSetKey 512 (φ512 (K,
b IV
c )).
tity SetKey 512 (K,

The proof of Claim 2 consists of the corresponding equalities with direct using of the mapping
definitions φ512 , SetKey 512 and N ewSetKey 512 .
Corollary. NewStrumok-512 cipher and Strumok-512 cipher work the same (with respect to
the mapping φ512 ).
From the Claim 2 it follows that in some cases, especially when analyzing the cipher, you
can consider the NewStrumok-512 cipher instead of the Strumok-512 cipher, i.e. use a modified
initialization of the internal state of the cipher, which is more similar to the initialization of the
SNOW 2.0 cipher.
It appears that the authors of the Strumok-512 cipher made appropriate changes to the
cipher initialization to prevent slide attacks that are applicable to the SNOW 2.0 cipher.
Indeed, during our analysis we were able to prove that attacks with a small round offset are
inapplicable to the cipher Strumok-512 cipher.
Theorem 1. Slide attacks with the number of rounds 1, 2, 3, 4, 5, 6 or 7 are not applicable to
Strumok-512 and Strumok-256 ciphers.

The proof of Theorem 1 uses a special pairs of initial internal state values for each number
of rounds, which form a system of linear equations with no solution. E.g. considering the slide
for 1 round for Strumok-512 cipher with the original key init function SetKey 512 (considering
the function N ewSetKey 512 will give the same result), it’s enough to use initial internal state
(−33)
(−33)
values s9
= k6 ⊕ 1 and s1
= k6 and corresponding values from the cipher with the slide
(−33)
(−33+1)
(−33)
(−33)
(−33)
for one round: s̃9 (= s9
= s10
= k̃5 and s̃1
= s2
= k̃5 . It’s obvious that the
k6 ⊕ 1 = k̃5
64
system of equations
has no solution for unknown values k6 , k̃5 ∈ { 0, 1 } .
k6 = k̃5
Using slide attacks with more rounds than 7 seems to be impractical, as a sufficient number
of nonlinear transformations are already used.
However the consequence of such initialization phase for the Strumok-512 cipher is that only
three out of the four initialization vector subwords are actually used.
Theorem 2. The effective length of the initialization vector in the Strumok-512 cipher is only
192 bits.
It’s easy to see while using N ewSetKey 512 function: the value iv 3 is not used at all, only
values iv 0 , iv 1 and iv 2 from the initialization vector are used. In the original function SetKey 512
the problem is caused by equalities s3 = k4 ⊕ iv 1 and s8 = k4 ⊕ iv 3 (values k4 , iv 1 and iv 3
b = k7 ||. . . ||k4 ||. . . ||k0 and initialization vecare never used in other places). So for any key K
c = iv 3 ||iv 2 ||iv 1 ||iv 0 the initialization procedure of Strumok-512 cipher will have the same
tor IV
result for all keys k7 ||. . . ||k4 ⊕ ∆||. . . ||k0 and initialization vectors iv 3 ⊕ ∆||iv 2 ||iv 1 ⊕ ∆||iv 0
64
with arbitrary value of ∆ ∈ { 0, 1 } . It means that the initialization procedure in the
Strumok-512 cipher is not injective and Theorem 2 implies the existence of key-related attacks on the Strumok-512 cipher.
Another part of analysis was focused on possibility of applying Guess-and-Determine attacks
to the original Strumok cipher. And it was proved that such attack can be really used due to
wrong choices in LFSR construction.

Andrii Fesenko

(i)

(i)

(i)

(i)

(i)

(i)
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(i)

Theorem 3. Using the known values of s15 , s14 , s13 , s12 , s11 , r2 , r1 at some point in time
i ∈ N and the output key stream it’s possible to determine the complete internal state of the
cipher at time i.
The proof of Theorem 3 uses a system of equations with known values and the values from
key stream which allows to calculate the complete internal state of the cipher at time i. E.g.
(i) (i) (i)
(i)
knowing the values s15 , r2 , r1 and z (i) will allow to calculate the value s0 . And this will
(i+1)
(i)
(i)
allow to calculate the value s15 , because values s11 and s13 are also known. New Finite State
(i+1)
(i+1)
(i) (i)
(i)
Machine values r1
and r2
could be calculated also because values r1 , r2 and s13 are
(i)
known. We can continue further clocking the register until the known value of s11 will reach
rightmost position of the internal state to verify if guessing was right.
Corollary. There is a Guess-and-Determine attack on the Strumok-512 cipher with complexity 2448 , which allows to calculate the complete internal state of the cipher.
This attack is possible due to very close to the left positions of taps and the fact that si13 is
used twice: for LFSR feedback and for updating Finite State Machine values.
It violates the statement of standard DSTU 8845:2019 where the complexity of the best
attack on the Strumok-512 cipher is evaluated as 2512 .

Conclusions
In this paper the Strumok cipher was analyzed from the point of view cipher initialization
attacks and Guess-and-Determine attacks. A modified cipher initialization procedure is constructed for Strumok-512 cipher, which simplifies its analysis and, in particular, allowed to
prove that due to an error in the procedure of initialization of the Strumok-512 cipher efficiently
uses only 192 bits of the vector initialization with 256 bits, which leads to attacks with related
keys.
Also the Guess-and-Determine attack on the Strumok-512 cipher is constructed with complexity 2448 , which violates the standard DSTU 8845:2019, which states that the complexity of
the best attack on the Strumok-512 cipher is equal to 2512 .
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1

Introduction

This work deals with securing logic circuits against the illegal copying using the insertion of the
so-called key bit inputs and XOR (for zero key bits)/XNOR (for key bits equal to one) gates.
The inserted gates modify (lock) the behavior of the original circuit and only the correct choice
of the secret key bits guarantees the equivalent behaviour of the locked circuit to the original
circuit. To break this kind of security, i.e. to find the secret key bits, there was a SAT solver
based attack presented in [1]. The aim of this work is to experimentally verify this attack on
several locked circuits with various number of primary inputs and outputs and with various
number of gates.

Figure 1: Securing half adder using XNOR key gate (XOR with an inverter).
The insertion of a key XNOR gate (implemented as an XOR with an inverter) with the key
bit K into the half-adder circuit is shown in the Fig. 1 on the right. Only with the correct value
of K = 1 the circuit behaves the same as the unlocked circuit on the left.

2

Description of the attack

The locked circuit can be described using the relation among the input bits, key bits, and the
⃗ K,
⃗ Y
⃗ ) ⊆ B M +L+N , where B = {0, 1} is the set of Boolean values, vector
output bits C(X,
M
⃗
⃗ ∈ B L represents the key bits,
X ∈ B represents M primary inputs of the circuits, vector K
N
⃗
⃗ K,
⃗ Y
⃗ ) is equivalent to
and vector Y ∈ B denotes the N primary output bits. Relation C(X,
⃗
the input/output relation of the unlocked circuit if the correct key value K is set.
It is assumed that the attacker has the layout of the circuit (so-called netlist) and has its
unlocked version, so he can observe the correct behavior of the circuit for arbitrary inputs. We
will model this observation using the function eval : B M → B N .
⃗ =K
⃗ c , which would satisfy the following
The goal of the attacker is to find such a key K
⃗
⃗
⃗
⃗
⃗
⃗
equivalence C(X, Kc , Y ) ⇐⇒ eval(X) = Y for all input patterns X.
* This project is supported by NATO Science for Peace and Security Programme under Grant G5448
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In this work, we consider the type of attack in which the attacker has vectors of input values
⃗1 , X
⃗2 , . . . , X
⃗p and the corresponding vectors of output values Y⃗1 , Y⃗2 , . . . , Y⃗p . The behavior of
X
the locked circuit, in other words the relationship between known input and output bits and
⃗j , K
⃗ c , Y⃗j ).
unknown key bits can be described using a Boolean formula of the form ∧pj=1 C(X
Algorithm 1 SAT attack on a locked circuit pseudocode [1]
Input: C and eval
Output: K C
1: i ← 1
2: Gi ← T rue
3: Fi ← C(X , K 1 , Y 1 ) ∧ C(X , K 2 , Y 2 ) ∧ (Y 1 ̸= Y 2 )
4: while sat[Fi ] do
5:
X di ←sat assignmentX [Fi ]
6:
Y di ← eval(X di )
7:
Gi+1 ← Gi ∧ C(X di , K , Y di )
8:
Fi+1 ← Fi ∧ C(X di , K 1 , Y di ) ∧ C(X di , K 2 , Y di )
9:
i←i+1
10: end while
11: K C ← sat assignmentK (Gi )

To determine the value of the key KC , it is theoretically sufficient to use a SAT solver to
⃗ c such that the formula is satisfiable. The problem is the possible
find the key assignment K
existence of false keys, for which the given formula is also satisfiable. The authors in [1] therefore
proposed an algorithm, shown in Algorithm 1, that tries to eliminate false keys in two steps. In
the first step, there is a search for so-called distinctive input pattern X⃗ d , that for two different
⃗1 and K
⃗2 outputs two different output patterns Y⃗d and Y⃗d . X⃗ d is then the distinctive
keys K
1
2
⃗1 , Y⃗1 ) ∧ C(X⃗ d , K
⃗2 , Y⃗2 ) ∧ (Y⃗1 ̸= Y⃗2 ).
input pattern if C(X⃗ d , K
In the second step, the activated circuit is used with the distinctive input pattern X⃗ d to
obtain the distinctive output pattern Y⃗d . Based on this observation, we can exclude one or both
⃗1 and K
⃗2 from the class of possible correct keys. The database of distinctive patterns Gi
keys K
is iteratively built and the SAT solver finally determines the resulting secret key KC using it.

3

Attack evaluation

We tested the described attack from [1] on 11 combinatorial circuits from the ISACS ’85 class
(basic information about them can be seen in the Table 1). We inserted key gates that represent
5%, 10%, 15%, and 20% of the total number of gates using two approaches: insertion into
random wires and insertion into random wires with chaining elimination. The locked circuits
were subsequently attacked using the attack in the Alg. 1. Evaluation was performed on an
Intel Core i5-5200U CPU with 8GB RAM. The maximal attack running time was set to 1000
seconds.
name
#of gates
#of inputs
#of outputs

c17
6
5
2

c432
160
36
7

c499
202
41
32

c880
383
60
26

1355
546
41
32

c1908
880
33
25

c2670
1193
233
140

c3540
1669
50
22

c5315
2307
178
123

Table 1: ISACS ’85 class circuits used for evaluation.
The final results from the evaluation can be seen in Figures 2 and 3.

c6288
2416
32
32

c7552
3512
207
108
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Figure 2: The distribution of time required to attack the individual circuits

Figure 3: Time versus number of decrypted circuits

F. Janikovský, J. Kučerák, M. Vojvoda, V. Hromada and M. Jókay
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We unlocked 10 of the 11 locked circuits with 5% of the key gates, that can be considered
the most realistic one, using the SAT attack within 319 seconds.
Figure 2 shows the graph of the distribution of the time required to unlock the 11 circuits
that were locked using various approaches. The circuits are ordered in the graph according to
the total number of gates in the ascending manner. The red mark denotes the median for the
given circuit. We assumed that the higher number of gates will be result in the greater attack
complexity. However, attacking the circuit c2670 was more difficult than the next two bigger
circuits. The circuit c2670 however has more primary inputs and outputs. It follows from the
experiments that a higher number of primary inputs and outputs results in more input-output
observations needed to unlock the circuit and thus resulting in attack time increase.
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New forward secure and quantum resistant digital signature
scheme
Mariusz Jurkiewicz

Extended abstract
We construct a forward-secure digital signature scheme, which is based on lattices theory and,
consequently, is secure against quantum threat. The concept of forward-secure signature schemes
refers to the security model in which leaking the private key related with a certain time frame
does not essentially influence on the unforgeability of the scheme within the time periods prior
to this leakage. More precisely, this model is strictly connected with so called signature schemes
with evolving private key
A signature scheme with evolving private key is composed of five algorithms Πfu =
(G , KGen, KUpd, Sign, Vrfy) along with an associated message space M, such that:
System parameters generation G is a PT algorithm, which takes as an input the value 1n
of a security parameter and maximum number of time periods T . It outputs the system
parameters params.
Key generation KGen is a PPT algorithm. It takes as input the system parameters params
and maximum number of time periods T and outputs a public verification key pk along
with an initial secret signing key sk0 for the time period t = 0.
Key update KUpd is a PPT algorithm. It takes as input the secret key skt for time period
t < T − 1 and outputs the secret key skt+1 for the next time period t + 1.
Signing Sign is a is a PPT algorithm. It takes as input the current secret key skt and a message
m ∈ M and outputs a signature σ.
Verification algorithm Vrfy is a DPT algorithm. It takes as input a public key pk, a message
m ∈ M, the proper time period t and a (purported) signature σ. It outputs a single bit b,
with b = 1 meaning accept and b = 0 meaning reject.
The generalization of well known euf-cma security model, dedicated to signature schemes
with evolving private key was introduced by Bellare-Miner [3]. However, more exact attempt
can be found in [4], where the play between a challenger and an adversary A is described in
Expfu-cma
A,Πfu . The measure of an adversary’s success is called its advantage and is defined as a
fu-cma n
probability of making a forgery Afu-cma
Πfu ,n (A) = Pr[ExpA,Πfu (1 , T ) = 1]. Finally, a signature
scheme with evolving private key Πfu , is called to be forward-secure if for all efficient probabilistic,
polynomial-time adversaries A, there is a negligible function negl such that Afu-cma
Πfu ,n (A) = negl.
Below we remind some basic notions of the applicability of lattice theory, required to
consciously track the following steps of the proposed approach. To this end let Rn be the
n-dimensional Euclidean space, where we consider two different norms, namely ℓ2 and ℓ∞ . A
lattice in Rn (Zn in practical applications) is the set of all integral combinations of m linearly
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n
independent vectors ⟨bi ⟩m
i=1 ⊂ R . The integers m and n are called the rank and dimension of
the lattice, respectively. The sequence ⟨bi ⟩m
i=1 is called a lattice basis and it is usually represent
as a matrix B = [b1 , . . . , bm ] ∈ Rn×m , whose columns are bi s. The dual lattice of L, denoted
by L∗ , is a natural counterpart of the well known linear dual space and is defined to be the
space of all linear forms whose values are integers. Analogously to the classical considerations it
can be easily seen that L∗ = {x ∈ Rn | ∀v∈L ⟨x, v⟩ ∈ Zn }.
Further, let A ∈ Zn×m
be a full-rank matrix for some positive integers n, m, q. We consider
q
m
two lattices with full-rank m, namely L⊥
| Aa ≡ 0 (mod q)} and Lyq (A) =
q (A) = {a ∈ Z
m
{a ∈ Z | Aa ≡ y (mod q)}. These two lattices contain qZm and are called q-ary lattices.
Besides, if v ∈ Lyq (A), then Lyq (A) = L⊥
q (A) + v.
n
For any real
σ
>
0
and
c
∈
R
,
the
Gaussian function on L ⊂ Zn is defined sa follow:


P
∥x−c∥2
ρσ,c (x) = exp −π σ2
. Let ρσ,c (L) = x∈L ρσ,c (x). The discrete Gaussian distribution

over L with center c, and parameter σ is defined as: DL,σ,c (x) = ρσ,c (x)/ρσ,c (L), x ∈ L. The
subscript c is taken to be 0 when omitted.

The forward-security of our scheme is gained by leveraging a binary-tree data structure. The
idea per se is analogous to the concept exploited previously in [4], but with the difference that
this time we make use of some (sophisticated) properties of lattices instead of bilinear maps.
We emphasize that the obvious advantage of this approach is to provide the security against
quantum threat. Firstly, assume that pk’s live cycles are split into 2ℓ sub-periods, and each of
these sub-periods is associated with the specific leaf of a binary tree of the height ℓ. Let us
adopt a rule, that for a given node, if we choose its left or right child then it means to assign 0
or 1, respectively. It is commonly known that for every node there is a unique path joining the
root with this node. Therefore, applying this rule, we see that such a path is represented by the
following bit-string tℓ−1 tℓ−2 · · · th , h ∈ [ℓ − 1]0 , with h being the height of a node. Moreover,
this bit-string uniquely identify the node in such a way that it can be viewed as an identifier
of this node. More precisely, for a time period t, the bit-string (tℓ−1 tℓ−2 · · · t0 )2 expresses the
unique path from the root to the leaf t. Furthermore, the (unique) i-th level node lying on this
path is identified by t(i) = (tℓ−1 tℓ−2 · · · ti )2 . For the node t(i) we are able to create a matrix
(tℓ−1 )
(tℓ−2 )
(t )
At(i) of the form At(i) = [Aℓ ∥Aℓ−1
∥Aℓ−2
∥ · · · ∥Ai i ], where (Aℓ , TAℓ ) ← TrapGen(n, q) (see
(t )

[2]) and Aj j are random for j ∈ [ℓ − 1]0 . Updating mechanism is conducted by the use of
secure delegation of trapdoors via ExtBasis (see [1]). Namely, all nodes t(i) s are connected with
secret trapdoors Tt(i) s, that, in turns, are derived from the initial trapdoor TAℓ by getting
Tt(i) ← ExtBasis(At(i) , TAℓ ).
Below we describe our proposal of a new forward secure, lattice-based digital signature
scheme.
System parameters generation G : The algorithm takes as input a security parameter n and
a binary tree height ℓ, and generates a prime q dependent polynomially on n (i.e. q = poly(n));
m = O (n log q); k η; ℓ; σ; σ1 ; σ2 ; σ3 ; H : {0, 1}∗ → {w ∈ {−1, 0, 1}k | ∥w∥ ≤ η} be a
collision-resistant hash function; com : {0, 1}∗ × {0, 1}n → {0, 1}n be a statistically hiding
commitment function. The algorithm outputs params ← (q, m, η, k, ℓ, σ, σ1 , σ2 , σ3 ), H, com).
Key generation KGen: This algorithm takes on input the security parameter n in conjunction
with params and proceeds the following steps. Firstly a random matrix K is chosen uniformly at
(0)
(1)
(0)
(1)
(0)
(1)
random from Zn×k
. Secondly, it picks matrices Aℓ−1 , Aℓ−1 , Aℓ−2 , Aℓ−2 , . . . A0 , A0 uniformly
q
at random from Zn×m
. Thirdly, the algorithm launches TrapGen(q, n) to get (Aℓ , TAℓ ), where
q
Aℓ ∈ Zqn×m is a matrix and TAℓ ∈ Zm×m
is its trapdoor. Finally, KGen outputs msk ← TAℓ and
q
(0)

(1)

(0)

(1)

(0)

(1)

pk ← (Aℓ , Aℓ−1 , Aℓ−1 , Aℓ−2 , Aℓ−2 , . . . A0 , A0 , K), being a secret master key and a public key,
respectively.
Key update KUpd: It takes as an input params, pk, the index of current period t, and the
associated secret key skt . For the leaf t, it is derived the minimal cover ⟨t⟩, being the smallest
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subset of nodes that contains an ancestor of all leaves in {t, . . . , 2ℓ − 1} but does not contain any
ancestor of any leaf in {0, . . . , t − 1}. The key skt consists (secret) trapdoors related to all nodes
and leafs in ⟨t⟩. To update skt to skt+1 the minimal cover ⟨t + 1⟩ is derived, next trapdoors for
all nodes in ⟨t + 1⟩/⟨t⟩ are determined by the use of skt as presented above.
Signing Sign: The signing algorithm takes on input params, pk, skt , t and a message ζ ∈ {0, 1}∗ ,
(tℓ−1 )
(tℓ−2 )
(t )
and outputs a signature of ζ. Firstly, the matrix At = [Aℓ ∥Aℓ−1
∥Aℓ−2
∥ · · · ∥A0 0 ] ∈
n×(ℓ+1)m

Zq
, being associated with the leaf (and period) t, is constructed; the algorithm SampleKey
(see [5]) is run to obtain secret ephemeral key St , such that At · St = K; there are chosen
(ℓ+1)m
(ℓ+1)m
r ∈ Z(ℓ+1)m ← Dσ2
, a ← D σ3
, b ← Dσk1 and d ← {0, 1}∗ . Secondly, the algorithm
computes s1 ← At (r + a) + Kb, derives c ← com(ζ, d) ∈ {0, 1}n , and gets hash e ← H(s1 ∥c).
Thirdly, the
p ephemeral key St and r are used to get s2 ← r + St e + a. Finally, if the condition
∥s2 ∥ ≤ σ3 (1 + ℓ)m holds, then the algorithm output Σ = (d, e, s2 ). Otherwise, the algorithm
is restarted.
Verification algorithm Vrfy: The algorithm takes on input t, pk, ζ, Σ and outputs one of
the two values, namely accepted or rejected. The following steps are conducted: (1) the
(tℓ−1 )
(tℓ−2 )
(t )
n×(ℓ+1)m
matrix At = [Aℓ ∥Aℓ−1
∥Aℓ−2
∥ · · · ∥A0 0 ] ∈ Zq
is created; (2) ẽ ← H(At s2 − Ke
p
(mod q)∥com(ζ, d)) is computed; (3) if ∥s2 ∥ ≤ σ3 (1 + ℓ)m and ẽ = e, then the algorithm
outputs accepted, otherwise it return rejected.
The main result is the following theorem.
Theorem 1 If the function com is computationally binding and that there exists an adversary
A, which can break the forward-secure unforgeablity of the scheme, then it is possible to construct
a polynomial-time adversary B that solves ℓ2 -SISq,n,(1+2ℓ)m,β problem with β = max{(2σ3 +
p
√
2σ η), (2σ3 + σ2 (1 + ℓ)m)}, and whose advantage is essentially greater than the advantage
of A.
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1

Introduction

The importance of public-key cryptography in modern society cannot be understated. Primitives such as digital signatures and key exchange mechanisms, in fact, are fundamental building
blocks to guarantee secure communication, privacy, and much more. With the threat of quantum computers looming on the horizon, the cryptographic community has begun a slow and
careful transition to so-called post-quantum systems, i.e. protocols that are not affected by the
currently-known quantum attacks. These generally include protocols whose hardness relies on
problems related to Euclidean lattices, linear codes, isogenies on elliptic curves, and a few others. While efficient protocols for post-quantum encryption and signature functionalities exist,
and are under evaluation for standardization by NIST (see [1]), we still lack options for static
key exchange protocols such as Diffie-Hellman.
A new line of work in post-quantum cryptography proposes to exploit the hardness of the
code equivalence problem, that is the problem of determining whether two linear codes are
equivalent via a linear isometry. The hardness of code equivalence has been studied through
several works [7, 6, 4] and is well-understood, with no known vulnerabilities against quantum
attackers. The problem was used successfully to construct signature schemes (e.g. [5, 2, 3]),
yet some other applications have so far been out of reach. For example, the non-commutative
nature of the associated group action poses an obstacle towards developing a key exchange
protocol.
In [8], the authors claim that by using an alternative version of the code equivalence problem
it is possible to develop a non-interactive key-based protocol, à-la Diffie-Hellman. However,
their approach is flawed, and the scheme completely insecure. In this paper, we present an
attack on the scheme of Zhang and Zhang, discuss issues in utilizing their proposed method
and explain why this approach cannot work. We implemented our attack in Magma and are
able to break the proposed parameters in just a few milliseconds.

2

Background

An [n, k]-linear code C of length n and dimension k ≤ n over Fq is a k-dimensional vector
subspace of Fnq . It is usually represented either as the row span of a full-rank matrix G ∈ Fk×n
,
q
(n−k)×n

called generator matrix, or as the kernel of a full-rank matrix H ∈ Fq
, known as paritycheck matrix. For both representations, there exists a standard choice, called systematic form,
which corresponds, respectively, to G = (I k | M ) and H = (−M T | I n−k ). The parity-check
matrix is important also as it is a generator for the dual code, defined as the set of words that
are orthogonal to the code, i.e. C ⊥ = {y ∈ Fnq : ∀x ∈ C, x · y T = 0}.
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The concept of equivalence between two linear codes is central to coding theory. For our
purposes, we present the following, simplified formulation, where we denote by Sn the group of
permutations over n elements.
Definition 1 (Code Equivalence). We say that two linear codes C and C ′ are equivalent, and
′
write C ∼ C ′ , if there exist a linear isometry τ = (v; π) ∈ F∗n
q ⋊ Sn that maps C into C , i.e.
′
n
C = τ (C) = {y ∈ Fq : y = τ (x), x ∈ C}.
For such isometries, we have τ (x) = (v1 xπ(1) , . . . , vn xπ(n) ); these can then be described in
matrix form as a product Q = DP where P is an n × n permutation matrix and D = {dij } is
an n × n diagonal matrix with diagonal entries in F∗q . We denote with Mn (q) the set of such
matrices, usually known as monomial matrices, or again simply Mn when the context is clear.
Clearly, if C and C ′ are two codes with generator matrices G and G′ , respectively, it holds that
C ∼ C ′ ⇐⇒ ∃(S; Q) ∈ GLk ⋊ Mn s.t. G′ = SGQ.
The notion we just presented is usually known as linear equivalence. If the monomial matrix
is a permutation (i.e. D = I n ), then the notion is known as permutation equivalence. This
characterization leads to the following computational problem.
Problem 1 (Linear Code Equivalence (LCE)). Let G, G′ ∈ Fk×n
be two generator matrices
q
for two linearly equivalent codes C and C ′ . Find two matrices S ∈ GLk and Q ∈ Mn such that
G′ = SGQ.

3

Attack Description

The authors propose to split the action of the monomial matrix into two parts, where only
the even- or odd-numbered columns are affected. To do this, they define the sets EMn (q) and
OMn (q) (that we will shorten to EMn and OMn ), which are the subgroups of Mn containing
matrices that have a 1 in the odd-numbered and even-numbered elements of the diagonal,
respectively. This means that multiplying a matrix G by an element of EMn , only the evennumbered columns of G are affected (i.e. permuted and scaled), and viceversa. The set sub−Mn
is then defined as their union, and leads to the following problem.
be two generator matrices for two linearly equivalent
Problem 2 (sub-CLE). Let G, G′ ∈ Fk×n
q
codes C and C ′ . Find two matrices S ∈ GLk and Q ∈ sub − Mn such that G′ = SGQ.
Although the problem is well-defined, it is easy to see that it cannot provide security, as we
show next. Without loss of generality, let us restrict our attention to Alice’s actions (the case of
Bob is entirely equivalent). In the scheme, Alice’s private information consists of the matrices
S a ∈ GLk and Qa ∈ OMn , where Qa only affects the odd-numbered columns of G. Assume
for simplicity that the code parameters are such that k = n/2. Then, one can generate a new
instance Ĝa = S a Ĝ, where Ĝa and Ĝ are obtained by removing all the odd-numbered columns
from Ga and G, respectively. This is because the monomial transformation does not affect the
even-numbered columns. Now, since these are square matrices, solving the associated system of
equations is immediate, yielding S a with overwhelming probability. Once S a is known, finding
Qa from the original equation becomes trivial.
Note that this attack also works if k < n/2, since the system of equations is overdetermined
and, with overwhelming probability, will yield a single solution. Now, if k > n/2, it may be
that the system allows for multiple solutions, and finding the correct one can be made very
expensive by choosing parameters to this extent. To be sure, the authors do mention the above
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attack (or something similar to it) in Section 3.2.3, and suggest to choose1 k > n/2 to avoid
it. In fact, with this parameter choice, the system has a number of free variables equal to
(2k − n)k/2 > 0. However, the authors crucially overlook the fact that the same attack can be
performed on the dual of the specified codes. To be precise, consider a code generated by G
and let H be a generator for its dual. Then, it is a well-known fact that any matrix of the form
T HQ is a generator for the dual of the code generated by SGQ, where S ∈ GLk , T ∈ GLn−k
and Q ∈ Mn . Using this, an attacker trying to recover Alice’s information can write a new
instance using the dual codes, as follows. First, the attacker computes the matrix H from
G, and after receiving Ga , he computes the corresponding parity-check matrix H a . Then, it
must be that H a = T HQa for some T ∈ GLk (q). The attacker can now generate the instance
Ĥ a = T Ĥ as above, and solve for T . In fact, this system is now overdetermined and, again,
it will produce the correct solution with overwhelming probability. The matrix Qa is then
straightforwardly revealed, as before.

Formal Security Clarification
In Theorem 2, the authors show that a sub-CLE instance can be reduced to an instance of the
Linear Code Equivalence problem (Problem 2) in polynomial time. We explain this reduction.
Suppose that G′ = SGQ for some invertible matrix S and monomial matrix Q. By generating
a random invertiblek × k matrix
S 2 anda random k× n matrix R1 , one can always construct

0
G 0
G′
two matrices G̃ =
and G̃′ =
. It is not difficult to show that
0 S 2 R1
0 R1

 

S 0
Q 0
G̃
= G̃′ .
(1)
0 S2
0 I
Thus an instance of the LE problem always produces an instance of sub-CLE problem. One
can check that a solution to Equation (1) will always produce a solution to G′ = SGQ.
By this reduction of an LE problem to a sub-CLE problem, it is suggested that in general,
it should be difficult to solve an instance of the sub-CLE problem. However, this does not tell
us the whole story. The reduction method actually tells us that a sub-CLE instance in the form
of Equation (1) is not easy to solve, hence we can say this is a worst-case scenario. However,
from this we cannot tell anything about the average case and, as we have shown in the previous
part, the sub-LE problem can be efficiently solved with very high probability. To see why the
previous attack does not work on the instance of Equation (1), one can try to apply the attack.
For simplicity, we assume that n = 2k and let


 ′

G 0
G
0
G̃ =
, G̃′ =
.
0 R1
0 R2
Suppose that
S G̃


Q
0

0
I

Notice that this implies that S is of the form

S1
S=
0
Therefore the equation becomes


S 1 GQ
0

0
S 2 R1





= G̃′ .


0
.
S2

=

 ′
G
0


0
.
R2

1 Note that, despite their own recommendation, the authors propose wrong parameters in Table 1, e.g.
n = 400, k = 194.
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Since, our attack consists first of considering the part where the columns are not permuted,
then we take the right half of this equation. That gives us S 2 R1 = R2 . This only helps us
recover S 2 but we do not have any information about S 1 and therefore it will not be possible
to recover S.
To conclude, our attack cannot be used to solve a particular instance produced by the
reduction of an LE instance to a sub-CLE instance. In other words, our attack does not help
solving the Linear Code Equivalence problem. However, for random instances of sub-LE, our
attack works with overwhelming probability.
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Abstract

The paper presents two versions of grinding attack on slot leaders election procedure
for PoS and DPoS consensus protocols with on-chain randomness generation, in which an
adversary tries to increase his ratio of blocks with commitments or blocks in the whole
epoch. It is shown that even in the best case for the adversary he needs at least around
40% of the whole stake to succeed in this attack. The adversary with a stake ratio about
44% can easily capture half of all blocks in the epoch with probability close to 1.

Keywords: blockchain, grinding attack, Proof-of-Stake, consensus protocol.

1

Introduction

Nowadays, decentralized cryptocurrency blockchains are based on Proof-of-Stake (PoS) consensus
protocol [1, 2]. Sometimes PoS consensus protocol may be enhanced with additional block
confirmation procedures to decrease the probability of double spend attack and splitting attack.
In such protocol there are at least two types of participants: slot leaders (or, in some blockchains,
bakers), who create blocks, and endorsers who agree on blocks. To become a slot leader or an
endorser, it is necessary to have some minimum stake, which is different for different blockchains.
If a user does not have enough coins to participate in the protocol, he can use delegation, if
consensus protocol allows this (so-called Delegated Proof-of-Stake, DPoS).
In PoS-based blockchains, blocks are grouped into cycles, which are often called epochs. The
list of slot leaders and endorsers for current epoch is determined in some previous epoch by a
follow-the-satoshi strategy starting from a random seed computed from information already
found on the blockchain.
A grinding attack [3] affects PoS systems by exploiting the lack of randomness in the slot
leader election procedure. In this case, a participant can manipulate election process and
essentially increase his chance to be elected as a block producer. In particular, grinding attacks
on PoS protocols are considered in [4], where it is proposed Interactive Proof-of-Stake protocol
with increased resistance to such attacks. Interesting results on grinding attacks are also
presented in [5].
Our results. In this paper we formulate simple and generalised versions of grinding attack
on the procedure of slot leaders and/or endorsers election for PoS and DPoS protocols, which
use shared randomness in some incorrect way. We obtained formulas for probabilities of both
versions of this attack and calculated corresponding numerical results for different stake ratio of
57
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adversary. The numerical results obtained for some fixed parameters (such as epoch length and
number of blocks with commitments in one epoch) show that to get a half or more blocks in
a whole epoch, the adversary needs to have stake ratio not less than p = 0.44 to implement a
simple version of attack, and not less than p = 0.4 to implement its generalised version with
high probability.

2

Description of slot leaders’ election and grinding attack

In this section we give a general description of the procedure of slot leaders’ election and an
informal description of the grinding attack on this procedure. The formal description of the
attack will be given in the next section.
As it was mentioned, the whole process of block generation in PoS-based blockchains is
divided into epochs. Each epoch with the number i is associated with a random seed which
is used for a random selection of a roll snapshot from epoch with the number i − 2 and
the rolls in this snapshot. The selected rolls determine the mining and endorsing rights in
the epoch i + PRESERVED EPOCHS (a branch whose fork point is in an epoch more than
PRESERVED EPOCHS in the past is not accepted).
For simplicity we suppose that each epoch has BLOCKS PER EPOCH = 4096 blocks and
the random seed for the epoch with the number i is a 256-bit number generated at the very end
of the epoch with the number i − 1 from nonces to which delegates commit during the epoch with
the number i − 2. We also assume that one out of every BLOCKS PER COMMITMENT = 32
blocks can contain a commitment. So, there are at most BLOCKS PER EPOCH / BLOCKS
PER COMMITMENT = 128 commitments in each epoch. A commitment is the hash of a
nonce that is generated by the slot leader who produces the block and is included into the
block header. The committed nonce must be revealed by the original slot leader during the
epoch with the number i − 1 under penalty of forfeiting the rewards and fees of the block that
included the commitment. The associated security deposit is not forfeited. A nonce revelation
is an operation, and multiple nonce revelations can thus be included into a block. A slot
leader receives some SEED NONCE REVELATION TIP reward for including a revelation.
Revelations are free operations which do not compete with transactions for block space. Up to
MAX REVELATIONS PER BLOCK = 32 revelations can be contained in any given block.
Thus, (BLOCKS PER EPOCH / MAX REVELATIONS PER BLOCK) / BLOCKS PER
COMMITMENT = 4 blocks in an epoch are sufficient to include all revelations. The seed for
the epoch with the number i is obtained as follows: the seed of the epoch with the number i − 1
is hashed with a constant and then with each nonce revealed in the epoch with the number i − 1.
The grinding attack we propose is based just on this slot leaders’ election procedure. Note
that the endorsers’ election procedure is very similar, so the attack described bellow is also
suitable for endorsers’ election.
Let an attacker that controls p-fraction of a stake for some significant minority (say p = 0.1)
trying to grind on the nonce for the epoch i do the following.
 In the epoch with the number i − 2, the average number of commitment-containing blocks
to be attributed to the adversary is 128p (i.e., he is elected as the highest-priority slot
leader for these blocks). In each of these blocks, the adversary includes commitments into
random nonces just as the protocol prescribes.
 In the epoch with the number i − 1, slot leaders of commitment-containing blocks from
the epoch with the number i − 2 are supposed to open their commitments and publish the
underlying nonces that they committed to. Assuming that all other nonce-creators from
the epoch with the number i − 2 are honest, the adversary will see their openings (and
hence their nonces) soon after the start of epoch with the number i − 1. Now he can decide
which of his commitments are to be opened: if he created around 128p commitments in the
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epoch with the number i − 2, he has around 2128p possibilities to choose from (for example,
in the 10% example this is around 213 ). For each of these possibilities (as long as his
computational capacities allow), the adversary computes the resulting randomness seed
for the epoch with the number i + PRESERVED EPOCHS, and chooses the possibility
that gives her the most highest-priority baking positions in that epoch.
 The adversary waits until the epoch with the number i + PRESERVED EPOCHS and
uses the disproportional block-creating rights, either for executing the grinding attack
again (just stronger), or for getting disproportional rewards for baking, or for some other
attack like double-spending.

3

Probabilities of two variants of grinding attack

In this section, we consider two variants of a grinding attack. Both of them are a two-steps
attack and are different only at the second step.
Step 1. On this step, the adversary waits for opening of all other commitments and then
decides what variant of grinding is more profitable for him at the second step: to maximize the
number of his blocks with commitments (purposing to increase the number of grinding trials at
the second step), or to maximize the number of his blocks in the corresponding epoch.
Step 2, variant 1. If it is more profitable to increase his ratio in blocks with commitments,
he opens corresponding commitments and uses grinding to maximize the number of nonce
commitment blocks. (It may help him to increase the number of grinding trials at the following
step, if he decides to continue the process).
Step 2, variant 2. If it is more profitable to increase his ratio in all blocks in the epoch,
he opens corresponding commitments and uses grinding to maximize the number of his slots in
the whole epoch.
Theorem 1.
Let in the epoch number i + PRESERVED EPOCHS the adversary tries to increase the
number of his commitment blocks or blocks in the whole epoch, using his commitments from
the epoch number i − 2.

Then the probability P B(X, l) of the event
B(X, l) = {in the epoch number i + PRESERVED EPOCHS
adversary gets l out of X blocks}
is equal to


P B(X, l) =

n
X

k=0


2k
1 − 1 − P A(X, l)

!

×



k
X



pk q n−k ,

(1)

where p is the adversary’s stake ratio, q is the stake ratio of honest participants, X ∈ {n, N }
and

X 
 X
X
P A(X, l) =
pk q X−k .
k
k=l

Substituting N or n instead of X into (1), we get two formulas for probabilities that the
adversary with the stake ratio p managed to get not less than l blocks in whole epoch or not
less than l commitment blocks, respectively, where 0 ≤ l ≤ X.

4

Numerical results

Here we adduce two tables with numerical results obtained according to formula (1) for
X = n = 128 (Table 1) and X = N = 4096 (Table 2).
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Table 1: Probability that an adversary with a stake ratio p managed to get l or more commitment
blocks in the epoch i + PRESERVED EPOCHS, using his commitments from epoch i − 2 (for
X = n = 128)
l
p
0.1n = 12 0.15n = 19
0.2n = 25 0.25n = 32
0.3n = 44
0.1
0.999994
0.996895
0.810652
0.053589 9.54E − 05
0.15
1
1
0.999995
0.996898
0.831635
0.2
1
1
1
1
0.999995
0.25
1
1
1
1
1
0.3
1
1
1
1
1
0.35
1
1
1
1
1
0.4
1
1
1
1
1
0.45
1
1
1
1
1
0.5
1
1
1
1
1
l
p
0.35n = 44
0.4n = 51 0.45n = 57
0.5n = 64
0.1
1.57E − 08
5.2E − 16
6.2E − 21
2.7E − 27
0.15
0.157741
0.000369 9.12E − 08
5.2E − 19
0.2
0.998135
0.80569
0.144884
0.000337
0.25
1
0.999989
0.995971
0.712103
0.3
1
1
1
0.999953
0.35
1
1
1
1
0.4
1
1
1
1
0.45
1
1
1
1
0.5
1
1
1
1

According to Table 2, we can conclude that to get not less than a half of blocks in a whole
epoch in simple two-step grinding attack adversary should have stake ratio about 0.44. With
smaller stake rate such event has negligible probability.

5

A few words about generalisation of grinding attack

Now let us get back to the generalization of the attack mentioned in Section 3 .
This generalization is as follows. After Step 1, the attacker makes several iterations corresponding to variant 1 of Step 2, gradually increasing his share among the blocks with
commitments. Having increased it to the desired value, he goes to variant 2 of Step 2 and tries to
get at least half of all the blocks of the next epoch. Is this generalised attack significantly more
effective than the simpler one, discussed earlier? And does it make sense to do many iterations
aimed at increasing the number of blocks with commitments? Will it help the adversary to get
half or more blocks in a whole epoch?
Let us try to answer these questions. Suppose that the attacker, as a result of the iterative
execution of variant 1 of Step 2, managed to obtain all 128 blocks with commitments. Also
make an assumption in favour of the attacker, and suppose that his computational abilities
are sufficient to enumerate all 2128 options for opening commitments (although this is hardly
possible without a quantum computer). We will not build anything like Tables 1 and
 2 with
large volume of calculations, but only estimate the probability P B 4096, 2048, 2128 that an
attacker with a stake ratio p will be able to get more than half of all blocks of the corresponding
epoch, if in the previous epoch he received all the blocks with commitments. Also we estimate
the minimal stake ratio for which such probability is significant.
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Table 2: Probability that an adversary with a stake ratio p managed to get l or more blocks
in the whole epoch i + PRESERVED EPOCHS, using his commitments from epoch i − 2
(X = N = 4096)
p
0.1
0.15
0.2
0.25
0.3
0.35
0.4
0.45
0.5

0.1n = 409
0.999986
1
1
1
1
1
1
1
1

0.15n = 614
6.25E − 20
1
1
1
1
1
1
1
1

p
0.1
0.15
0.2
0.25
0.3
0.35
0.4
0.41
0.42
0.43
0.44
0.45
0.5

0.35n = 1433
3.6E − 403
3.2E − 217
1.3E − 108
7.4E − 46
0.58
1
1
1
1
1
1
1
1

0.4n = 1638
1.4E − 553
3.2E − 326
2.8E − 187
1.3E − 98
3.5E − 44
0.962
1
1
1
1
1
1
1

l
0.2n = 819
1.8E − 77
3.13E − 14
1
1
1
1
1
1
1
l
0.45n = 1843
1.4E − 721
3.2E − 454
5.7E − 285
2.2E − 170
4.8E − 94
6.2E − 45
0.999154
1
1
1
1
1
1

0.25n = 1024
8.4E − 163
1.1E − 58
0.000048
1
1
1
1
1
1

0.3n = 1228
3.6E − 272
1.1E − 127
5.5E − 50
0.0508
1
1
1
1
1

0.5n = 2048
1.4E − 908
8.2E − 600
5.7E − 399
3.3E − 260
6.3E − 161
2.8E − 92
8.6E − 47
1.8E − 40
7.9E − 34
5.08E − 29
0.9589
0.999993
1

According to our previous results,
P B 4096, 2048, 2128
where



2128

= 1 − (1 − P (A (4096, 2048)))

P (A(4096, 2048)) =

4096
X

k=2048



4096
k



pk q 4096−k .

(2)

(3)

The problem is to calculate (2) and (3) with sufficient accuracy.
First of all, note that 2128 ≈ 1038,8 < 1039 . Then, if P (A(4096, 2048)) < 10−41 , we can
approximate (2) as

P B 4096, 2048, 2128 ≈ 1039 · P (A(4096, 2048))
(4)
2
where calculation error is not larger than 1039 · P (A(4096, 2048)) < 10−4 .
Next, note that P (A(4096, 2048)) increases with an increasing stake ratio p. As for p = 0.39
we get P (A(4096, 2048)) ≈ 2.6 · 10−46 , then we can use approximation (2) for all stakes which
are not large than 0.39.
Using (2) for p = 0.39, we get negligible small probability

P B 4096, 2048, 2128 ≈ 1039 · 2.6 · 10−46 = 2.6 · 10−7
which allows us to conclude that for smaller stake ratios probabilities of such events will also be
negligible.
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For p = 0.4 we get

P (A(4096, 2048)) ≈ 1.8 · 10−38 ,

so in this case we cannot apply approximation (4).
Calculating expression in right part of (2) directly for p = 0.4 we get

P B 4096, 2048, 2128 ≈ 0.99999999999999,

which is indistinguishable from 1.
Based on these numerical results, we can conclude that a generalisation of grinding attack,
aimed to obtain a half or more blocks in a whole epoch, doesn’t work when adversary’s stake
ratio is not large than p = 0.39, even in the case if he was lucky to get all commitment blocks in
some epoch.

6

Conclusions

We proposed and analyzed two versions of grinding attack on slot leaders election procedure
in PoS and DPoS protocols, in which an adversary tries to increase his ratio of blocks with
commitments or ratio of blocks in the whole epoch. We show that even in the best case for the
adversary he needs at least around 40% of the whole stake to succeed in this attack. But on the
other hand, the adversary with a stake ratio about 44% can easily capture half of all blocks in
the epoch with probability close to 1, having significantly smaller stake ratio.
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1

Introduction

According to various estimates, the number of transactions per second for the BTC is estimated
in the range from 3 to 7, with the desired speed of up to several thousand. Such low throutput is
a great problem for Proof-of-Work (PoW)-based blockchains. In the available literature, we can
find a plethora of different suggestions on how to increase the throughput. These suggestions
can be roughly divided into two types:
1. transition from blockchain to block graph (DAG – directed acyclic graph);
2. use various “add-ons” over the blockchain.
The first type includes papers [1, 2, 3, 4]. The authors of these papers announce improvements
in both throughput and latency until the transaction is fully confirmed. However, none of these
papers contains rigorous proofs of the stated results, at best, semi-empirical explanations. Some
of them also have serious mathematical errors (for example, [1, 2, 3]).
Papers from the second type [5, 6, 7, 8] contain more substantiated statements and more rigorous proofs. However, they solve only one of the existing problems—increasing the throughput.
The second remains currently unresolved.
The main idea of the second type of papers is that, in addition to the classic “secure and
stable” blockchain (with “slow” block generation, with liveness and consistence properties), which
is called MainChain (MC), one can generate additional “separate” blocks or even blockchains
that can be produced as quickly as you like (with minimal PoW or with PoS (Proof-of-Stake)).
These blocks can refer to each other and/or to the MC, and the MC must also refer to these
additional blocks.
Block B (which is not in MC) is considered stable (i.e., such in which transactions are
irreversible with a probability close to 1) if the block B ∗ from MC containing the first reference
to the block B is stable. I.e., stabilization of a block that is not part of the MC is still a
consequence of stabilizing the corresponding block from the MC. Therefore, the time until the
block stabilizes remains long.
The PoP protocol suggested in [9] can also be classified as type 2 blockchain. But its main
difference from the protocols indicated in [5, 6, 7, 8] is that it uses a “foreign” blockchain as an
MC, for example, BTC blockchain. In this case, communication with the blockchains should
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be “two-way.” In terms of [9], MC is called Security Provided Blockchain (SPB), and “light”
blockchain which uses this SPB is called Security Inhereted Blockchain (SIB).
We also need to emphasize that it is essential to consider block synchronization time (time
delay) for block sharing in security analysis. The importance of this parameter was shown
in many works, mainly [10, 11, 12, 13]. Notably, it was shown that if the adversary is wellsynchronized but honest miners aren’t, the security threshold (the minimal ratio of adversary,
which can attack blockchain with probability 1 despite the number of confirmation blocks)
decreases dramatically. E.g., as it was shown in [12], for Bitcoin, if block synchronization time is
20 sec (this is the most wide-used assumption) and block intensity generation (average number
1
of blocks per second) is α = 600
, the security threshold is about 49%; if block synchronization
time is 60 sec, the security threshold is about 47.5%, and so on. It means that if the ratio
of an adversary is not less than 0.49 or 0.475, respectively, his attack will be successful with
probability 1 and can’t be prevented with large number of confirmation blocks.
Our security analysis in this work assumes that synchronization time is non-zero and
upperbounded with some known value. Of course, we can’t state that time delay is essentially
large all the time. But we can’t define or predict the period when it really is essentially large, so
to guarantee security, it’s better to assume that synchronization time is non-zero all the time.

2

Achieving stability in the SI blockchain

Informally speaking, the idea to achieve stability in the SIB using stability in the SPB can be
described as follows: block B in the the most wide-used assumption is stable if the block B ∗ in
the SPB is stable, where B ∗ is the first block in the SPB that refers to the block B. In other
words, in order to “cancel” block B in the SIB, one need to perform a long enough fork not
only in the SIB but also in the SPB, which is an arduous computational task. To provide some
numerical characteristics to “stability”, the concepts of N -BTC-References and N -BTC-Finality
are introduced in [9]. The first of them, N -BTC-References, means that after block B ∗ in the
SPB, N blocks have already been created, and if the attacker began to build an alternative
branch in the SIB, in which block B is absent, then a necessary condition for its validity is
the appearance of reference to its blocks in the SP blockchain. In the paper, this is called an
“early attack detection metric.” That is, if after block B ∗ in the SPB, N blocks have already
been released, and there are no references to the alternative chain in them, then this alternative
chain does not exist (someone might have started building it, but now it has lost its validity).
The N -BTC-Finality term means that N blocks after block B ∗ have already been created in
the SP-blockchain, and this amount is sufficient to guarantee the stability of block B ∗ with a
probability almost indistinguishable from 1. Please note that this probability depends on three
1
parameters: the intencity of block generation (for BTC it is 600
), the ratio of the attacker’s
hashrate, and the network synchronization time (that is, the block propagation delay time).
That is, the main idea of achieving stability in the SIB can be described as follows:
1. we wait until block B ∗ appears in the SPB with reference to block B from the SIB;
2. after this moment, we wait for the creation of N blocks after block B ∗ , where the value N
is determined by the above parameters of the SPB (block generation intencity, the ratio of
the attacker’s hashrate, network synchronization time), as well as the desired probability
value, which we choose ourselves.

3

Correlation of the number of blocks created in different
(independent) blockchains

A measure of block stability in the blockchain is usually the number of blocks created after
it, provided there is no visible fork in this interval. For Splitting Attack, at the moment, no
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working (non-asymptotic) estimates of the attack probability have been obtained, depending on
the block depth, for model with continuous time. For Double Spend Attack, such estimates
were obtained for various mathematical models (with continuous time [10, 12, 13, 14] and with
discrete [13]; without taking into account the block synchronization time [14] and taking it into
account [10, 11, 12, 13]). Although it is not completely clear from [9], it can be reasonably
assumed that the authors use the same quantitative characteristic to guarantee the stability of
a block in the SI blockchain. Informally speaking, the reasoning is roughly as follows.
Let’s assume that block B ∗ is the first block in the SPB that refers to a block B from the
SIB. Then, provided that there are no references to some alternative branch of the SIB in the
blocks following the block B ∗ , to build this very alternative branch of the SIB, you need to
fork the SPB, that is, build its alternative branch in which there is no block B ∗ . The greater
the depth of the block B ∗ is, the smaller the probably is to create such an alternative branch
that will be longer than the existing one. Moreover, we ourselves can set the value of such a
probability and, accordingly, choose the block depth in the SPB, which guarantees that the
probability of a fork will be no more than a given value. For example, for the probability of a
fork to be no more than a certain small ε , we just need to build n blocks after the block B ∗ .
After these blocks are created, the probability of removing B block from the SI blockchain also
does not exceed ε. But we do not want to look into the SPB every time to check how many
blocks there are, and we want to estimate the probability of a fork only by the number of blocks
generated in the SIB. Then we set a small δ and determine such value k that the probability of
the event
An,>=k = {not less than k SP - blocks occure during the time when n SI - blocks
occure}
isn’t less than 1 − δ. With the obtained value k, the probability of removing block B from
the SIB won’t be large than ε + δ. That is, initially we set desired upper bound γ on the fork
probability, and then we determine values n and k in a such way that the corresponding sum
ε + δ isn’t large than γ.
Define the values αp > 0, αI > 0 such that α1p and α1I are the average rates of block
generation in SPB and SIB, correspondently. Define α = αp + αI .
We will also assume that Dp denotes the time it takes in SPB to share a block (after it was
generated) for all nodes in the network. The value DI is the correspondent time in SIB. In this
very work, we will assume that DI = 0.
Define pp the probability that the next block in SPB will be generated before the next block
in SIB (i.e., faster than in SIB), and pI = 1 − pp - probability of the opposite event. Using
considerations very similar to those in [14], we obtain
αp
αI
pp =
, pI =
αp + αI
αp + αI

4

Main results

We can define our purpose as to find (or at least to estimate) the probability of the following
event An,>=k :
An,>=k = {Not less than k blocks were generated and shared in SPB during the
time when exactly n blocks were generated in SIB (i.e., during the time SI (n))}
According to our purpose, we need to build lower estimation for P (An,>=k ) and then, for fixed
k (which corresponds to definite security level 1 − ε in SPB) and fixed small δ > 0 to define
n0 (δ, k) = min{n : P (An,>=k ) >= 1 − ε}

Define the opposite event Cn,<k = An,>=k . Now we are ready to formulate our main result
about the number of generated blocks.

66

Achieving security in Proof-of-proof consensus

Theorem 1 In our designations,
n−1
X k−1
X

P (Cn,<k ) < (

(

l=1 i=0

+

e

(αI kDp )
(n − 1)!

−αI kDp

n−1

) × e−αI kDp

n−1
X
l=0

i
Cn−l+i−1
pip pn−l
)∗
I

e−αI kDp (αI kDp )l−1
+
(l − 1)!

X (αI kDp )l
(αI kDp )l
+ (1 − e−αI kDp ∗
).
l!
l!
n−1

l=0

And now we give some intuition about how we can use the result of Theorem 1. Let the block
of the deep k in SPB is considered as stable with some overwhelming probability 1 − ε for some
sufficient small ε. And let for the value n ∈ N the next statement holds:
Statement 1 ”The probability, that during n ∈ N blocks were generated in SIB, not less that
k ∈ N blocks were generated and shared in SPB, isn’t less than 1 − δ for some sufficient small
δ.”

According to PoP concept, to guarantee stability in SIB for some block B with overwhelming
probability 1 − γ for some given sufficient small γ, we need to wait such number k of blocks in
SPB after first reference to B, for which the Statement 1 is true, which values ε and δ such that
ε + δ > γ. Thus, the stability may fail only in two cases: the Statement 1 fails (with probability
δ) or stability in SPB fails (with probability ε). So our main task is: for given sufficient small δ
and k ∈ N , find such n ∈ N that Statemtn 1 holds. This is the same as to find such n ∈ N that
P (Cn,<k ) < δ.

5

Numerical results

We calculated the probabilities of the event Cn,<k according to Theorem 1 for different values
1
1
n, for k = 6 (which is common value for BTC), αp = 600
, αI = 30
, and for different values of
Dp = 0, 5, 10, 15, 20. Results obtained show that the value n0 (δ, k) increases with Dp increases.
For example for δ = 10−4 and k = 6, we get n0 (δ, k) = 335 for Dp = 0, n0 (δ, k) = 337 for
Dp = 5, n0 (δ, k) = 338 for Dp = 10, n0 (δ, k) = 339 for Dp = 15 and n0 (δ, k) = 340 for Dp = 20.
Though difference in these very cases is relatively small, we can’t ignore it in general. Note that
1
it would be essentially large if block generation rate αp was large (here we take αp = 600
, as for
BTC).

6

Conclussions

We analysed the block stability in SIB with PoP consensus protocol and obtained results in
realistic model, with non-zero synchronizetion time, which are strictly mathematically proved
and allow to build security estimations of the SIB. Using these results we also can set the
desirable security level for SIB and calculate the necessary number of confirmation blocks in it,
which guarantee this security level, based on SPB like BTC.
These results may also be useful for building secure Altchains, which use VeriBlock blockchain
as SPB, if both blockchains are based on PoW protocol.
But in case when at least one of these two blockchains (SIB or SPB) is based on some other
protocol, like PoS, we should use essentially different approach to build security estimations of
such blockchains.
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ICAO Travel Documents in Hands of a Dictator
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Abstract. We discuss the security of PACE, a password authenticated key exchange protocol (PAKE) adopted by the International Civil Aviation Organization (ICAO) for travel
documents (biometric passports). These standards have been chosen by the European
Union as a common minimal standard for the electronic layer of personal identity documents issued in the EU. PACE has been developed to provide a high level of protection
regarding confidentiality and privacy for wireless connection.
Our goal is to indicate that the design of PACE does not take into account the threats
originating from the document issuer. We show that a malicious document issuer can
easily implement PACE on a black box chip so that, from the point of view of an external observer, the chip behaves in the same way as an honest implementation, while the
malicious issuer may trace a citizen via passive eavesdropping, as well as learn the session key of each session. Although such malicious implementations are hard to avoid by
a protocol design, it is striking how easy and efficient such an attack is in the case of
PACE. We propose small tweaks to the protocol that efficiently block such attacks. If
this is too late due to a wide-scale deployment of PACE, we provide strong arguments
for via side-channel inspection of electronic personal identification documents.

1

Short Introduction

Biometric passports and personal identity documents issued in the European Union since 2021
contain a chip responsible for a number of functionalities. For practical reasons, the chip has
no battery and no metal contacts; both the power supply and communication are wireless.
Consequently, the chip works as a slave in the master-slave architecture and responds to any
communication request from a wireless reader. The problem is that without adequate countermeasures, the chip would connect without a consent of its owner. Moreover, the owner may
not be aware that such an interaction has occurred. To address this problem, the protocol that
establishes a key between the chip and the reader is secured with a password. This password is
stored on the chip (and never exported by the chip). The reader learns the password by optical
scanning or typing in by the person holding the document with the chip. The protocol – Password Authenticated Key Establishment (PAKE) – succeeds if and only if the passwords used
by the chip and the reader are the same. At the same time, an adversarial man-in-the-middle
should not learn the password used. The International Civil Aviation Organization (ICAO) has
included a PAKE protocol PACE [1] for travel documents. Recently, the ICAO specification
became mandatory for personal identification documents in the EU.
PACE. The design of PACE is recalled in Fig. 1 in the Appendix. The idea is as follows. First
the chip chooses a random exponent s and sends it encrypted with the hash of the password.
Since s is random, each ciphertext and password correspond to a potential choice of s. The
second stage is the Diffie-Hellman key exchange, where the result is h. Then, a new generator ĝ
is computed as h · g s . In this way, neither the chip nor the reader knows the discrete logarithm
of ĝ. In the third phase, a Diffie-Hellman key exchange is executed, but now with the generator
ĝ. The result is the main session key K, from which other keys are derived. Before payload
communication starts, the chip and the reader exchange authentication tags in order to prove
knowledge of K.
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Paper contribution. PACE is quite resistant to attacks, including an active man-in-themiddle adversary (see, e.g., [2]). However, we show that there are many opportunities left for
the chip issuer. We prove that the protocol design makes a kleptographic attack particularly
easy. On the other hand, we show that, with some tweaks, these attack vectors can be effectively
blocked.

2

Treacherous Implementation

2.1

Attacker Model

The role of the adversary plays a malicious chip issuer. We assume that he is able to change
an implemented in chip PACE code and eavesdrop the communication between the treacherous
chip and the honest reader. We also assume that he has no gain to the password stored in the
chip. Attacks presented in the paper are of kleptographic nature, thus only the attacker may
use embedded trapdoor and get the leaking values.
2.2

Attack 1

The first trick is to apply the well-known kleptographic procedure to the choice of the private
exponent yA . Namely, let X = g x , where x is kept secret by the treacherous document issuer,
while X is used in the implemented code (so, in a certain sense, this is a public key, even if it is
not published anywhere). The treacherous chip, instead of generating yA at random, computes
it as Hash(X xA ).
Now, let us look at the protocol execution from the point of view of the adversary. Recall
that the adversary can derive yA as Hash((XA )x ). Once yA is known, it is easy to compute K
due to equation K = YByA . Note that the adversary does not need to go through the protocol and
break it step by step, e.g., by first finding ĝ which has been derived with so much care. There
is no need to break the password used. The treacherous procedure to derive YA is deterministic
and potentially susceptible to detection. However, xA will not repeat according to the protocol
specification since it is chosen at random.
Defense. A countermeasure that disables the above attack, but at the same time leaves the
PACE security proof unchanged is the following patch: for the first exchange of DH keys,
instead of the generator g, use a pseudorandom generator g ′ of unknown discrete logarithm.
For example, let g ′ := F (t), where F is a hash function that maps to G and t is a current time.
If F is a secure hash function, we may assume that the discrete logarithm of g ′ with respect
to g is unknown. Therefore, the chip would have to solve the CDH problem case to derive (XA )x .
Thus, the attack would fail1 . Let us mention another advantage of this countermeasure: The
old software for PACE needs to be updated minimally. The old and new versions of the protocol
can coexist: the chip transmits the fixed generator g or points to the procedure described above
to calculate it.
2.3

Attack 2

Unfortunately, XA is not the only base attack point. The most problematic element is z. The
treacherous implementation is as follows:
1. Instead of choosing s at random and then encrypting it with the key Kπ , z is calculated
as an element of Zq with the known discrete logarithm. Thus, let ρ be a generator of Z∗q .
Then, the following steps are executed:
1

Note that the SPEKE protocol, a predecessor of PACE, follows this strategy. However, this seems
to be more luck than a conscious decision, since the second phase of SPEKE provides a wide range
of opportunities for the adversary
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(a) choose κ < q − 1 at random,
(b) z := ρκ mod q,
(c) s := DecKπ (z),
2. yA is not chosen at random, but calculated as Hash(X κ ), where X = ρx for some secret
value x kept by the treacherous document issuer.
Again, as yA = Hash(z x ), the adversary who observes the interaction can calculate yA using
the private key x.
The problem with this attack is that, as long as s has to be random, one cannot prevent a
change in execution order: First, one can choose z and then calculate a matching s instead of
choosing s first. Standard countermeasures would be to narrow down the choices to s (just like
the OEAP padding), but this would leak the password. Namely, for an observed ciphertext z
and a candidate password π, one could check whether DecKπ (z) has the desired form. A failure
would mean that the password is incorrect. Therefore, immunizing the protocol with regard to
Attack 2 seems to be a Gordian knot.
Defense. The problem can be solved by postponing the transfer of s to a later step. This is
possible, since s is used only for the calculation of ĝ, which occurs after the first Diffie-Hellman
key exchange. Therefore, s can be sent after the shared key h is already available to the chip and
the reader. Therefore, we propose to encrypt s with a different key. Instead of Kπ = Hash(π)
we may use the key Kπ,h = Hash(π, h).
Intuitively, this change should not change the security properties of the protocol. The main
point is that a detailed review of the security proof (see [2] and the forthcoming paper [3])
shows that the same arguments would apply.
2.4

Attack 3

Attacks 1 and 2 can be combined to learn the user’s password. This might be useful when
PACE is used with password chosen by the user (and not printed on the surface of the personal
ID document – the so-called CAN number). In this case, the chip chooses xA in advance and
derives s from Hash(X xA ∥0). (If the attack aims to learn K as well, then the chip computes
yA := Hash(X xA ∥1)).)
In this situation, the adversary can find the password π as follows:
1. Recompute s
2. Try each possible password π: compute Kπ and check if EncKπ (s) = z.
As the entropy of passwords is limited, this brute-force search should succeed.
Defense. The methods proposed against Attacks 1 and 2 would also defend against Attack 3.
Fig. 2 in the appendix shows a modified scheme with all countermeasures.
PACE Integrated Mapping. Note that there is an alternative protocol – PACE Integrated
Mapping (PACE IM) [4]– also adopted by ICAO. It is slightly simpler than PACE GM discussed
so far. PACE GM and PACE IM share the initial steps of the chip: choosing s at random by
the chip, computing Kπ , and then sending EncKπ (s). So the second attack applies. In addition,
immunizing PACE IM against this threat would require fundamental changes.
2.5

Discussion

As we have seen, the careful design of PACE has not taken into account the issue of a malicious
issuer. The design has not been optimized from the point of view of a potential kleptographic
setup. Note that in this case, the standard inspection techniques do not help much: the chips
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provided for the inspection are the innocent ones, while a treacherous issuer can create a
separate production line for traceable ID documents.
As we have shown, there are opportunities at the protocol level to repel the standard kleptographic attacks.As a general corollary, one can propose the following requirement:
Proposition 1. Assume that during a protocol execution, the chip has to choose more than
one random element, where for one of them, call it k, an observer can see g̃ k . Then either the
method of generating g̃ must ensure that its discrete logarithm is not known to anybody, or g̃
cannot be derived by the adversary, or the protocol execution is aborted at the right time.
Protection at the protocol level is not the only line of defense, but the only one available to a
user. Another protection against treacherous issuers would be an inspection by an independent
lab based on the side-channel analysis of the chip. Note that invasive methods are out of question
here, since with a high probability any such attempt would be considered illegal. What is left are
non-invasive methods, e.g. energy usage characteristics of the inspected chip with a reference
chip.
Acknowledgment This research has been partially supported by the National Centre for
Research and Development, Poland, project ESCAPE no. PL-TW/VII/5/2020.
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Appendix

Chip(A)
holds:
π - password
G - group specification
Kπ := Hash(π||0)
choose s ← Z∗q at random

Reader(B)
holds:
π provided via an independent channel
(input from the document holder)
Kπ := Hash(π||0)
G,z

z := EncKπ (s)

−−→

abort if G incorrect
s := Dec(Kπ , z)
................................................ ................................................
choose xA ← Z∗q at random
choose xB ← Z∗q at random
XA := g xA

←−B−

X

XB := g xB

XA

abort if XB ̸∈ ⟨g⟩\{1}
−−→
abort if XA ̸∈ ⟨g⟩\{1}
xA
xB
h := XB
h := XA
abort if h = 1
abort if h = 1
ĝ := h · g s
ĝ := h · g s
................................................ ................................................
choose yA ← Z∗q at random
choose yB ← Z∗q at random
YA := ĝ yA

Y

B
←−
−

YB := ĝ yB

YA

K := YB yA
KEnc := Hash(K||1)
KMAC := Hash(K||2),
′
KMAC
:= Hash(K||3)
′
TA := MAC(KMAC
, (YB , G))

−−→

T

B
←−
−

TA

check correctness of TB by recomputing −−→
it

K := YA yB
KEnc := Hash(K||1)
KMAC := Hash(K||2),
′
KMAC
:= Hash(K||3)
′
TB := MAC(KMAC
, (YA , G))
check correctness of TA by recomputing
it

Fig. 1. The PACE protocol, general mapping version (cf. [5]). The output key is (KEnc , KMAC ).
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Reader(B)
holds:
π provided via independent channel
(input from the document holder)

−
→
abort if G incorrect
................................................ ................................................
G

take the current time t
g̃ := HashG (t)
choose xB ← Z∗q at random

choose xA ← Z∗q at random

XB := g̃ xB

XB ,t

abort if XB ̸∈ ⟨g⟩\{1}

←−−−

abort if t is not later than the last
recorded time T
g̃ := HashG (t)
XA := g̃ xA
X

h :=
abort if h = 1
xA
XB

−−A
→

Kπ,h := Hash(π||h||0)

abort if XA ̸∈ ⟨g⟩\{1}
xB
h := XA
abort if h = 1
Kπ := Hash(π||h||0)

choose s at random
z := EncKπ,h (s)

z

−
→

s := DecKπ,h (z)

ĝ := h · g̃ s
ĝ := h · g̃ s
................................................ ................................................
choose yA ← Z∗q at random
choose yB ← Z∗q at random
YA := ĝ yA

Y

B
←−
−

YB := ĝ yB

YA

K := YB yA
KEnc := Hash(K||1)
KMAC := Hash(K||2),
′
:= Hash(K||3)
KMAC
′
TA := MAC(KMAC
, (YB , G))

−−→

T

B
←−
−

T

check correctness of TB by recomputing −−A
→
it

K := YA yB
KEnc := Hash(K||1)
KMAC := Hash(K||2),
′
:= Hash(K||3)
KMAC
′
TB := MAC(KMAC
, (YA , G))
check correctness of TA by recomputing
it

Fig. 2. The PACE protocol with draft modifications immunizing against a treacherous document issuer.
HashG is a hash function mapping into the group G. The order of execution can be adjusted to enable
sending XA and z in the same message.

An ideal pair – RNG and second-level
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Abstract
Both the most popular statistical test suites – NIST’s STS and Dieharder
– suffer for the same reason: massive testing of any source leads to a negative result on the second level. Depending on the base test, the cause is
either too discrete test statistic or incorrect determination of its distribution. Today, with all this computing power at our disposal, we can very
accurately verify the quality of the results provided by each randomness
test. It is enough to subject the ideal generator to the three-stage test procedure, use the evaluated test as the first level test, and an ideal uniformity
test on the (0, 1) interval as the second and third level test. In this paper, we
will provide an empirical method for the selection of generator and uniformity test that should form the basis for evaluating all test procedures prior
to use.

1

Statistical test, test procedure, and multilevel procedure in randomness testing

We will not define a statistical test here, we remark that for us, a statistical test
is an idea about a feature that any random number sequence should have. If
we supplement it with the instantiation of parameters, such as the length of
the tested string or the dimension of the space in which the points are placed,
and provide the distribution of the test statistics, we will obtain the test procedure. We can define tens and even thousands of test procedures based on one
statistical test.
Performing a given test procedure on a single sequence, we can rate its
randomness by comparing obtained p-value with the significance level. After
collecting a series of p-values obtained independently from a random number
generator and then examining their uniformity using a second-level test, we
can rate a generator’s randomness.
Theoretically, we can continue described above procedure indefinitely, but
it will not add any new meaning to obtained values unless we make two assumptions:
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1. we are testing an ideal random number generator,
2. we are using an ideal uniformity test on the (0,1) interval as the second-,
third-, etc., level test.
An ideal random number generator is defined as such that passes all the
statistical tests with polynomial complexity. In this role, one of the well-known
generators based on hard computational problems, such as Blum-Blum-Shub,
Shamir’s, RSA, Quadratic Residues, or 1/p, can be utilized.
We define an ideal uniformity test as such that, if provided with a series of
outputs of an ideal generator, will output a sequence of p-values, mimicking
an ideal random number generator.
Under these assumptions, the source of any detected flaw must be the given
test procedure.
In the full version, we will provide sections:

2

Generators

Method for and results of selection of popular random bit generators as a replacement for unacceptable slow generators mentioned in section 1.
We have used the following tests:
1. for expected value,
2. for variance,
3. Pearson’s consistency test for two samples,
4. ANOVA,
5. Bartlett’s chi-square.

3

Tests

We will shortly describe the following tests for uniformity:
1. Kolmogorov-Smirnov,
2. Kolmogorov’s,
3. Kuiper’s,
4. Anderson–Darling,
5. Cramér–von Mises.
For the Anderson–Darling test, we propose a slight weakening of its overreactiveness when zero or one is spotted in the tested sequence.
Each test will be verified according to its:
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1. range of applicable lengths of examined sequences – like in figure 1,
2. capability to detect loss in decimal precision of tested data – like in figure
2,
3. resistance to multiple iterations of the second-level procedure.

Figure 1: The mean deviation of empirical distribution as a function of sequence length (in logarithmic scale)

Figure 2: Mean and maximal deviation of empirical distribution and empirical quantiles as a function of sequence length (in logarithmic scale) for 12-bit
precision
All the calculations are finished, we will show the equivalence of Kolmogorov’s,
Anderson–Darling, and Cramér–von Mises tests in the role of an ideal test,
with a small advantage for Anderson–Darling due to its better detection properties.

Krzysztof Mańk
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It is well known that any self-modifying code (SMC) executed on a deterministic Universal
Turing Machine (UTM), can be equivalently represented as non-SMC on the same UTM.
However, the TM model though fundamental for computing does not account for external inputs.
A prime example of this is the time, whether the Universal Time e.g. Coordinated Universal
Time (UTC) or the time stamp counter (TSC) in a modern processor. Such an external input
makes the execution inherently non-deterministic. Even in a processor environment where
the TSC is deterministic, the UTC will remain non-deterministic. In a parallel processing
environment, deterministic TSC measurement is also exceedingly difficult given memory and
cache synchronization.
It is helpful to survey some other protection techniques which rely on external input. Other
common external inputs involve constructions like a machine identifier representing the hardware
environment. Many components in a computer have identifiers that tend to be unique, such as
the central processing unit’s (CPU) ID information, the MAC address of an ethernet card, the
size or number of hard drives or RAM modules, etc. The system operating environment may
have further such indicators. However, these are not directly appropriate to tamper-proofing
but rather fingerprinting schemes [1] in the context of authentication where a license is bound to
a unique system or environment. Given the flexibility of interchangeable hardware and software,
they are also costly solutions in practice. There is also external input based on the system’s
activity itself such as mouse movement or event logs. Some of these are used for generating
entropy [2], and others have some forms of repeated regularity, both of which would be generally
inappropriate for tamper-proofing. In the internet age, external input has started to come from
web servers or the cloud. This gives possibility for tamper-proofing but at a greater expense,
given susceptibility to replay-attacks, among other well-known cryptographic protocol-style
attacks. But most of these ideas would not protect code at the level of the machine architecture
were it attacked with manual debugging, thread injection, remote process memory modifications,
etc. However, it can be noted that one possible reliable source of UTC is from internet time
servers when proper protocols are employed.
This leads to the conclusion that there is in fact no non-SMC equivalent to SMC when
it comes to time measurements. SMC operating in parallel and on modern architectures like
the commonly used x86 or x86-64 architectures would be even more difficult to analyze or
reproduce. The read TSC (“RDTSC”) instruction is not reliable due to all the advanced features
on these processors such as hyper-threading, out-of-order execution, speculative execution,
unpredictability of memory reads to cache, among other features [3]. However, statistically it
can be made reliable by repeated execution and using techniques to increase synchronization
with serialization instructions such as the “CPUID” and “RDTSCP”. In many contexts, a
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high-probability of integrity of code can be a prerequisite to continuing execution. Most chipsets
contain an even more high precision timer called the High Precision Event Timer (HPET), and
the complementary metal oxide conductor (CMOS) contains a real-time clock (RTC). So there
are often a variety of different timers each with their own advantages and disadvantages that can
be used. The specific instructions mentioned are not indicative of a CPU architecture specific
technique as AVR32, SPARC V9, PowerPC, ARMv7 and ARMv8 all contain various similar
counter instructions showing its importance and near universality.
We propose a tamper-proofing model where introspective SMC which reads various external
inputs can be reliably engineered to prove that the code has not been unrolled into non-SMC, nor
experienced any modifications that would unnecessarily shorten or delay the speed of execution.
Such a mechanism has an expense in CPU use, and would in practice be applied to highly
sensitive code. Although the goal here is not obfuscation, SMC adds this property regardless.
To make the mechanism reliable, constant-time implementations of various algorithms would be
chosen for protection. An additional technique is using SMC for the data storage. Otherwise
fault injection or other data corruption-style attacks can be possible. Since the idea is to
only protect the code and not the data, converting the data into code adds resilience against
data-focused attacks. We further add the possibility of virtualized SMC, where a SMC wrapper
dynamically generates an inner SMC code layer. More formally, the model assumes a timer T (t)
tailored for reliability based on the tth query, a checksum function C(c) for code or data c such
that the tamper proofing function P (T, C) returns true if and only if the code has not been
modified.
To accomplish the scheme, practical details of modern processors pipelining and memory
semantics are considered to achieve high performance. Most of the processor optimizations in
recent decades focus on creating a deep pipeline to pre-process instructions. SMC can potentially
invalidate this pipeline and be far slower, the equivalent of running on a much older processor
with a faster clock. To overcome this, in a checksum scheme, loop-unrolling can be used to
create a sufficient set of instructions between modifications. In situations where memory cache
may be an issue, further loop-unrolling can place self-modifying execution regions into different
pages in the cache to avoid writing to the currently executing page. To achieve self-modifying
code which can be more performant requires details of the processor instruction set on the
specific architecture. Patterns are nearly universal in instruction sets for decoding efficiency,
and these patterns can enable exchanging operations in SMC for example on the famous x86
architecture addition with carry (ADC), subtraction with borrow (SBB), exclusive OR (XOR)
and comparison (CMP) have instruction codes with only 2 bits selecting between these operations.
Selecting between these operations with non-SMC requires conditional expressions and thus
control logic, or look-up tables that scale impractically with the bit size of the arguments. By
exploiting the design of the instruction set architecture, and using loop-unrolling, we develop
a checksum scheme. The checksum itself is not designed to be cryptographically secure like a
hash function, though it could be, as the security of the scheme relies upon timing and dynamic
conditions. With multiple checksum functions, the program can maintain a set of validation
data for a given set of states based on each checksum functions’ last self-modification state.
Keeping the number of states to a controlled and manageable amount depends on the checksum
functions having a pre- or post-initialization reset of their modification state. An overview is
provided in Figure 1.
Most research into tamper-proofing has consisted of using watermarking schemes to prevent
unauthorized modifications [4]. The idea of using introspection via self-check-summing with
SMC has been studied previously [5]. However, this scheme does not specifically address the
concept of the checksum algorithm modifying itself. Our tamper-proofing model intends to
provide an additional layer of integrity and specifically authenticity at run-time in case other
measures like digital signatures or cryptographic checksums are defeated. Given that a lot of
software is designed to run in an untrusted environment, the ability to prevent modification or
be strongly resistant to modification would provide a significant challenge and cost to attackers.
One recent solution to runtime integrity in an untrusted environment used a remote verifier
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Figure 1: Design overview of checksum units and state verification
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Checksum Verier State 2

...

Page 2
Modify Prior Page
Compute
Measure time

[6]. Our solution aims to avoid such a requirement. The term “trustworthy computing” itself
focuses primarily on untrusted software in a trusted environment, largely the opposite of our
consideration here. It is managed through policies and IT security standards. Though such a
definition is fitting in government and corporate security contexts, there are many use-cases
and scenarios which necessitate an untrusted host system. When considering the definition
carefully, it is clear that reversing roles of the software provider and user, already reverses the
perspective. For example, two nuclear powers exchanging software to conduct monitoring of
each other’s nuclear stockpiles. From both of their perspectives they are providing trustworthy
software to an untrusted environment, while at the same time running untrusted software on
their own trusted environment. Tamper-proofing is the much more difficult side, as there is far
less control.
We present the reliability and statistical accuracy of methods using various timers available.
Lastly we combine introspection with the timing to perform a computation designed to be
difficult for non-original code to reproduce. The security of the scheme relies on some well-known
assumptions, most importantly that a proper von Neumann architecture is in place, not a
Harvard architecture. Furthermore, there must be an arbitrary number of embedded checksum
functions which are not all discoverable by an attacker.
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Introduction

Pairings of elliptic curves play an important role in the modern zero-knowledge protocols, such
as the zk-SNARK protocol. Ben-Sasson et al. [1] showed how to use cycles of pairing-friendly
elliptic curves to provide a scalable implementation. However, this requires 2-cycles of curves
with small and similar embedding degrees, as we need the pairings on the curves to be efficiently
computable. The fundamental question is whether it is possible to construct such 2-cycles. We
provide a negative answer under various assumptions. 3
A 2-cycle of elliptic curves [2] is a pair of curves E1 /Fq1 , E2 /Fq2 such that #E1 (Fq1 ) = q2 ,
#E2 (Fq2 ) = q1 , where q1 , q2 are primes. We say such cycle is of type (k1 , k2 ) if E1 , E2 are ordinary
and k1 , k2 are the embedding degrees of E1 and E2 , respectively; recall that an embedding
degree of a curve with prime order r is the smallest positive integer k such that r divides q k − 1.
For efficiency, we need k < log82 (r) , in which case we call the curve pairing-friendly [4].
The only known way to find a curve with a prescribed embedding degree is to use families
of curves [4] – triples of polynomials that describe the parameters q, r and t of the curve. That
is enough to determine an elliptic curve up to an isogeny, but in practice, we need to construct
the curve explicitly. The only reliable way is the complex multiplication method, which requires
the square-free part of |t2 − 4q| to be small – the current record is around 1016 [1].
The usage of MNT curves is the only known way to create 2-cycles of pairing-friendly curves
[2]. However, these curves have too small embedding degrees, so large parameters q, r are needed
to obtain a reasonable security level, leading to very long computations during the complex
multiplication. It would be useful to find new constructions of cycles of pairing-friendly curves
to implement zk-SNARKs (and maybe some other future protocols) more efficiently.
Karabina and Teske [5] showed that 2-cycles of type (4, 6) are easy to find in the MNT
family of curves. Chiesa et al. [2] proved that the only 2-cycles consisting only of MNT curves
are of type (4, 6), and ruled out any cycles of type (5, 10), (8, 8), and (12, 12). They also showed
there are no 2-cycles consisting only of Freeman curves or only of BN curves and asked if there
are any m-cycles from combinations of MNT, Freeman and BN curves. We answer this question
for m = 2 by investigating a slightly more general problem: Are there pairing-friendly 2-cycles
containing a curve from a family?

2

Cycles containing a curve from a prime-order family

To find whether or not a given curve is in a cycle with other curve of embedding degree k ′ , it
only suffices to ask if k ′ is minimal such that q | Φk′ (1 − t). And since q and t are obtained by
polynomials, the divisibility either holds for the polynomials (we call this 2-cycle-friendliness),
or it does not hold. We remark that mnt4, mnt6 are families that are 2-cycle-friendly to each
other, and mnt3, fr, and bn are 2-cycle-unfriendly for any other embedding degrees. We used
a simple brute-force calculation (in PARI-GP and Sage) for determining if there is some l such
that q(l) | Φk (1 − t(l)) for some small values of k and found that:
3

This work is based on the bachelor thesis of the first author [6].
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 there is only one cycle of type (3, 10), namely q1 = 11, q2 = 7. There are no other cycles
of type (3, k) for any k = 1, . . . , 22,
 there are no cycles of type (fr, k)4 for any k = 1, . . . , 22,
 there is only one cycle of type (bn, 18), namely q1 = 19 and q2 = 13. Except this cycle, there
are no other cycles of type (bn, k) for any k = 1, . . . , 36. 5

In particular, we have the following answer for 2-cycles to one of the open problems mentioned
in [2].
Corollary 1. There are no 2-cycles from combinations of mnt, bn, and fr, other than cycles
of type (4, 6). 6
It is not hard to prove that for any k there are only finitely many values l such that
q(l) | Φk (1 − t(l)). Therefore, we have an upper bound on |l|, which means that we have an upper
bound on q(l), the field size of a curve in the cycle.
Theorem 1. Let F = (q(x), r(x), t(x)) be a family of prime-order elliptic curves with embedding
degree k and let k ′ be an integer such that the family F is cycle-unfriendly for embedding degree
k ′ . There is an efficiently computable upper bound Q (depending only on F and k) such that for
any l ∈ Z for which the elliptic curve specified by q = q(l), r = r(l) lies in a cycle of type (F, k ′ ),
it holds that q(l) ≤ Q.
Furthermore, let Φk′ (1 − t(x)) = f (x)q(x) + g(x) for some polynomials f (x) and g(x) with
deg g(x) < deg q(x). The bound Q can be set to
max{q(l) | |l| ≤ |m|},
where m is the largest real root (in absolute value) of the polynomial
M (x) = (q(x) − g(x))(q(x) + g(x)).
Corollary 2. Let F be a family of elliptic curves, and Q be a lower bound on field sizes of curves
in F. There is an efficiently computable lower bound K, depending only on F and Q, such that
any cycle of type (F, k ′ ) satisfies K ≤ k ′ .
Definition 1. Given a family F and the second embedding degree k ′ , we denote the upper bound
Q defined in Theorem 1 as QF ,k′ and the lower bound K from the corollary as KF ,Q .
Table 1. Lower bounds on embedding degrees
log2 (q)

128 192 256 384 512

Pairing-friendly 16 24 32 48 64
MNT3

37 53 71 103 137

Freeman

23 29 41 59 73

BN

29 43 59 83 109

We have computed the lower bounds KF ,Q for our families (mnt3, fr, bn) for small bit sizes
of q (namely up to the highest q such that the minimal k ′ is less than an arbitrarily chosen
value of 150; so as the computation finishes in reasonable time). In the following, we provide
an overview of the results. For completeness, we mention cryptographically interesting values
of log2 (q) explicitly in Table 1.
4
5

6

By type (F, k), we mean that first curve is from the family F.
The algorithm computes the bounds on l for which q(l) | Φk (1 − t(l)) is possible. In the bn case, the
range grows much slower, hence we provide a stronger result there.
We should mention that the second curve in the (3, 10) cycle is not in the fr family.

Tomáš Novotný and Vladimı́r Sedláček
Lower bounds on k ′ in (fr, k ′ )-cycles

Lower bounds on k ′ in (3, k ′ )-cycles

KF ,Q

150

KF ,Q

150

Lower bounds on k ′ in (bn, k ′ )-cycles
KF ,Q
log2 (Q)
8

150

log2 (Q)
8

log2 (Q)
8
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100

100

50

50

50

k′

100

0

0

100

200

300
log2 (Q)

400

500

0

0

200

400

600

800

1,000

log2 (Q)

0

0

100

200

300

400

500

600

log2 (Q)

It seems reasonable to us to conjecture that this “linear” trend in the lower bounds on k ′
will continue, which would lead to an interesting result.
Conjecture 1. There are no pairing-friendly 2-cycles containing a curve in the fr or bn families.
Our computation (depicted in the graphs) proves this conjecture for q ≤ 21200 . In the case
of the MNT3 family, we found an argument stating that “the green line continues to be a lower
bound on k ′ ”, implying that there are no pairing-friendly 2-cycles containing a curve in the
mnt3 family. Nevertheless, the proof is very technical and we leave it to the full version of this
paper.
Theorem 2. There are no pairing-friendly 2-cycles containing a curve with embedding degree
3.
In summary, it seems that the known families will probably not help us to construct useful
2-cycles (at least unless we relax our definition).

3

SNARK-friendly 2-chains of prime-order curves

In recursive proof composition, it might be useful to replace cycles with a weaker notion
of elliptic curve chains. The idea is that usually we do not need the proof composition to
continue forever, but it can stop after some number of recursive calls. An m-chain of elliptic
curves is a list of distinct curves E1 /Fq1 , . . . , Em /Fqm , where q1 , . . . , qm are large primes and qi
divides #Ei+1 (Fqi+1 ) for i < m.
El Housni and Guillevic [3] mention that we typically need all curves in the chain to be
pairing-friendly with a highly 2-adic subgroup, i.e., 2L | ri − 1 for large L ≥ 1. We will follow
their definition and call such chains SNARK-friendly.
Our main goal is to characterize SNARK-friendly 2-chains containing curves from families
of prime-order elliptic curves. In a sense, a SNARK-friendly 2-chain of prime-order curves is
built from two SNARK-friendly elliptic curves such that the size of the base field of the first
one is the order of the second one.
We found that the high 2-adicity of the number r − 1 in the definition of SNARK-friendly
is the reason why the curves from Freeman and MNT3 family cannot be the inner curve
in a SNARK-friendly chain.
Theorem 3. Let F be the fr or mnt3 family. Then there is no SNARK-friendly 2-chain of
prime-order curves of type (F, ∗).

Putting this into the context of 2-cycles, we obtain that there are no SNARK-friendly 2-cycles
of type (fr, ∗) or (3, ∗). In the context of m-chains this means that the fr and mnt3 can only
be the most outer curve in the chain.
We then manually checked all remaining combinations of these families and found the
following interesting fact.
Theorem 4. The only SNARK-friendly 2-chains from combination of mnt, fr, and bn curves,
are of type (4, 6), or (6, 4).
When we put this into the context of general m-chains, we obtain that in any SNARK-friendly
m-chain, any curve in one of these families cannot be followed by a curve in any of these families
(with the two exceptions regarding mnt).
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Introduction
Global Lightweight cryptography project of the American National Institute of Standards and
Technology is ongoing [1]. Among 10 finalists, there are at least two algorithms that use AES-like
transformations - PHOTON and Romulus. There is also a representative of ARX encryption schemes –
algorithm Sparkle. In our opinion, these are representatives of two different philosophies. The first one is the
using of well-known, well-tested but somewhat simplified constructions, such as AES-like transformations.
The second one – is using of large S-boxes based on efficiently implemented computational operations, for
example, ARX operations (Addition, Rotation, XOR). We wonder which philosophy in lightweight
cryptography is more advantageous.
ARX encryption algorithms were analyzed in our previous works [2,3]. 16-bit reduced models of the
most famous algorithms of this class were developed. Among these algorithms were ChaCha, Speckey,
Simon, Chaskey, Sparkle. Some of these reduced algorithms operate with 4-bit words, others – with 8-bit
words. Several important cryptographic characteristics were selected in [2,3] for analysis in these models.
These characteristics are the maximum of the difference passing probability (determines the resistance of the
cipher to attacks of differential cryptanalysis); maximum probability of linear approximation (determines the
resistance of the cipher to attacks of linear cryptanalysis); non-linear order (determines the resistance of the
cipher to interpolation attacks, algebraic cryptanalysis). It was demonstrated that most models with an
increased number of rounds came to characteristics of random substitutions. The most successful ARX
schemes were determined by comparing the number of necessary operations to achieve random substitution
characteristics. However, based on the analysis of the literature describing attacks on ARX algorithms, it
was concluded that the integral attack and the impossible differential attack are high-efficiency methods of
cryptanalysis for these algorithms. Therefore, the first goal of this work is to analyze the resistance of 16-bit
ARX transformations to integral and impossible differential attack. Another goal of the work is to compare
the best ARX solutions with the performance and strength of a reduced AES-like algorithm, such as the
mini-AES algorithm [4].
1 Reduced 16-bit models
Only brief description of considered models is presented in this extended abstract.
There are two ARX schemes which operate by 4-bit subblocks. The 16-bit states of these reduced
models consist of four 4-bit subblocks. The first such scheme is a quarter-round of the stream cipher ChaCha
2 with reduced subblock size. Another one ARX scheme is a reduced scheme of the Chaskey algorithm.
There are six ARX schemes which operate by 8-bit subblocks. The 16-bit states of these reduced
models consist of two 8-bit subblocks. The first such ARX scheme is a simplified scheme of the Speckey
algorithm. The simplification is the absence of two cyclic shift operations, which in the original version
preceded the modular addition operations. Next scheme is a reduced model of the Simon encryption
algorithm. Three modifications of the original scheme are also considered in this work. Simon1 and Simon2
use modular addition instead of AND and some XOR operations. Simon3 uses two cyclic shifts of the left
subblock, XOR addition of these two shift results and a modular addition of the result to the right subblock.
Another scheme is the ARX S-box of the Sparkle algorithm, called Alzette.
It was decided to use the mini-AES algorithm [4] for comparison with the speed and strength of the
best ARX schemes. This algorithm uses a 16-bit block. Block could be represented as a 2 by 2 matrix of 4bit nibbles. Four standard transformations ByteSub, ShiftRow, MixColumn, AddKey are performed in each
round.
2 Analysis of cryptographic security
The method proposed in [5] was used to analyze the resistance of ARX schemes to the integral attack.
The standard approach based on the exhaustive search of possible pairs at the input of the encryption
transformation was used to search for impossible output differences. The full version of the work will
include a detailed description of these experiments.
Tables 1, 2 give the summary data on the number of rounds, the number of XOR additions with the
key and the number of elementary ARX transformations required to ensure that the transformations do not
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86

Analysis of the strength of AES-like and ARX encryption schemes

differ from the random substitution (according with the results from [2, 3]), did not have impossible
differentials and integrals.
Table 1 – Number of 8-bit operations to provide cryptographic characteristics of 16-bit random permutation
Schemes Min. number of key additions Min. number of rounds
Number of operations
Addition Rotation XOR Total
Speckey
2
6
12
12
12
36
Simon
3
10
10
30
20
60
Simon1
3
7
7
21
14
42
Simon2
3
7
7
21
14
42
Simon3
3
8
8
24
16
48
Alzette
3
9
9
18
9
36
Table 2– Number of 4-bit operations to provide cryptographic characteristics of 16-bit random permutation
Schemes Min. number of key additions Min. number of rounds
Number of operations
Addition Rotation XOR Total
ChaCha
3
10
40
40
40
120
Chaskey
2
6
24
24
24
72

Based on the table. 1 it can be selected the best 8-bit schemes: Speckey and Alzette. At the same time
Speckey requires fewer XOR additions with the key. The worst performance was shown by the Simon
scheme, which requires almost twice as many operations (60 vs. 36). Chaskey is the best among 4-bit
schemes (Table 2) as it requires 72 4-bit operations. Assuming that one 8-bit operation is equivalent to two
4-bit ones, this scheme is equivalent to the best 8-bit Speckey scheme.
The mini-AES algorithm when using 5 or more rounds demonstrates the absence of impossible
differentials and integrals and other cryptographic characteristics of random substitution. 5 rounds of the
transformations require 20 8-bit XOR operations and 20 4-to-8-bit substitutions. Although substitution
operations, in our opinion, are much more complex and require much more memory than other basic
computational operations. Thus, the best of ARX schemes look better than AES-like algorithms, since with
fewer (36 against 40) simpler operations they can achieve random substitution characteristics.
Conclusions
1 The analysis of cryptographic characteristics of reduced models (16-bit block) of the most known
ARX encryption algorithms is performed. These algorithms are ChaCha, Speckey, Simon, Chaskey, Sparkle
and their modifications. According to the Table 1 and 2 Chaskey model is the most efficient ARX scheme
with 4-bit operations (72 elementary 4-bit operations), Speckey and Alzette (part of Sparkle) are the most
efficient schemes with 8-bit operations (36 operations). Assuming that one 8-bit operation is equivalent to
two 4-bit ones, these schemes can be considered equal in speed and strength. The worst performance was
shown by the Simon scheme, which requires a much larger number of operations (60 against 36 for Speckey
and Alzette).
2 One of the interesting conclusions of the analysis is that none of the considered reduced models (16bit block and key) with only one XOR key addition (this variant of transformations was considered in [2,3])
provides absence of integrals and impossible differentials for any number of rounds. In our opinion, this
indicates the higher efficiency of the attacks considered in this paper, as well as the importance of XOR key
addition operations in the overall cryptographic security of ARX algorithms. Thus, for all variants of the
Simon scheme, Alzette and ChaCha it is needed to use at least three operations XOR key addition with
sufficient number of round transformations to ensure the absence of integrals and impossible differentials.
For the next two schemes - Speckey and Chaskey - two such operations are enough.
3 The mini-AES algorithm with 5 or more rounds demonstrates cryptographic characteristics of
random substitution, provides absence of integrals and impossible differentials. These 5 rounds require 20 8bit XOR operations and 20 4-to-8-bit substitutions. It must be taken into account that substitution operations,
in our opinion, are much more complex and require much more memory than other computational
operations. Thus, the best of reduced ARX schemes look better than reduced AES-like algorithms, since
with fewer (36 against 40) simpler operations they can achieve random substitution characteristics.
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Extended Abstract
Ascon
Ascon is a family of lightweight authenticated encryption and hashing algorithms [1]. Ascon is
the winner of CAESAR crypto competition [2] in the lightweight applications portfolio, and is
also a finalist in the NIST Lightweight Cryptography competition [3].
Ascon is based on a lightweight design with custom SPN permutations used in a sponge-based
mode of operation. The Ascon’s permutation uses a simple bijective S-box on 5 bits that uses
only 5 AND gates. All other operations are linear over GF (2). The simple structure of Ascon’s
permutation is interesting from the perspective of algebraic cryptanalysis based on the Multiple
Right-Hand Sides (MRHS) equations.

MRHS Cryptanalysis
MRHS equations [4] are formal inclusions of type xM + c ∈ S, where x is the unknown vector
associated with a set of variables x1 , x2 , . . . , xn . Matrix M and constant c can express affine
parts of the algebraic problem, while set S (a set of right-hand sides) expresses the non-linear
parts.
MRHS (equation) system is a conjunction of multiple MRHS equations that must hold
simultaneously for the same unknown x. In general, it is difficult to find a solution for the
MRHS system [5].
When using MRHS equations in algebraic cryptanalysis [6], we are interested, in whether
there are some weak instances of the cipher which can be solved by existing methods and solvers
[7, 8], and how does the problem scale with a change of parameters. To simplify the text, we will
call algebraic cryptanalysis based on MRHS representation and solvers an MRHS cryptanalysis.
Algebraic problems related to cryptanalysis can be represented in different MRHS representations. In our present research, we are interested in the difference between representing the
system on the gate level and the S-box level.
The gate-level means that we represent the encryption algorithm (in our case Ascon permutation) on the level of individual 2-input logical gates (AND and XOR to correspond to GF (2)
operations). All XOR gates are included in the linear expressions left-hand side matrix. AND
gates correspond to individual non-linear MRHS equations with right-hand sides of the form
SAN D = {(0, 0, 0), (0, 1, 0), (1, 0, 0), (1, 1, 1)}. Constants, and known bits, are accumulated in
left-hand side constants c, leading to a system in the joint form
m
x (M0 |M1 · · · Mm ) + (c0 |c1 · · · cm ) ∈ {(0, 0, . . . , 0)} × SAN
D.
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Note that the first part (xM0 + c0 ∈ {(0, 0, . . . , 0)}) of the MRHS system is just a set of linear
equations. We have included this part to simplify the construction of the equation system. It is
possible to compress the system by partially solving the linear part and substitute some of the
unknowns with linear combinations of other unknowns (and constants).
On the S-box layer, we treat linear parts of the system and constants in a similar way to the
gate level representation. However, the non-linear part of the system now models whole S-boxes,
with unknowns corresponding to inputs and/or outputs of the S-boxes (of Ascon). This leads to
right-hand side sets in the form of

Sbox = (x, SB(x)) ; x ∈ GF (2)5 .

Experimental results
We have conducted multiple experiments with two different MRHS solvers. The first solver is
based on linear algebra and exhaustive search [7] (RZ solver). The main speedup of the solver
can occur if there are linear dependencies among the columns of the MRHS joint matrix that
can lead to the early cutting off of the branches of the search tree.
The second solver is based on the hill-climbing algorithm [8] (HC solver). The algorithm
starts from a random candidate solution and tries to correct unsatisfied MRHS equations of
the system by changing bits of the candidate solution. The hill-climbing method means that it
chooses from among those bits, which leads to the highest increase in the number of satisfied
right-hand sides. While in [8] we have analyzed the expected behavior of the HC solver with
respect to random MRHS equations, its use for algebraic cryptanalysis and structured MRHS
systems is still unexplored.
We have conducted a large number of experiments on different MRHS systems, using HPC
grid for computation. There are multiple observations we can conclude from the experimental
results.
Ascon instances with single round permutations are (as expected) relatively easy to solve
through the RZ solver. There is a strong variance in solving times with respect to the random
choice of the input/output bits (in a fixed pattern). The most likely explanation is insufficient
diffusion, as in a single round not all output bits depend on each input bit.
On the other hand, when the Ascon permutation has three rounds, the results of the RZ
experiments have very low variance. We suppose that the information obtained in the system is
not enough for the solver to cut off branches of the search tree during the computation, and
thus the search takes almost the same time for each instance. The two-round RZ results are
similar to three rounds, but there is still some variance in solving times. This can indicate that
more advanced algebraic attacks on the system are possible.
The direct application of the HC solver on the original Ascon MRHS system was not
successful. This was caused by including linear equations in the original system (RHS with only
one constant value). While the RZ solver can substitute linear equations with no cost, the HC
solver’s adaptive algorithm does not work correctly with (degenerate) MRHS equations with a
single right-hand side.
After a change of representation to purely non-linear MRHS equations (by substituting
linear expressions), the HC solver can be used to solve the Ascon MRHS system, when enough
restarts are allowed. As expected, the (average) number of required restarts grows exponentially
with the number of unknowns.
While the RZ solver gives better results with the S-box representation, the HC solver is
more efficient with the AND representation. The variance of the solving time is very high, and
we suspect that a more intelligent selection of bits to flip/restart strategies can improve the
success chance vs. time trade-off.
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Introduction
These days integral cryptanalysis has become a more sophisticated and effective method to
expose the vulnerabilities of modern ciphers. This type of cryptanalysis exploits the properties
of sets of inputs. One such property is the division property introduced by Yosuke Todo.
The division property of a set of inputs is shown to be effective. However, it is not common to
use cipher specifics in a common framework. Our work shows how the proper initial distribution
of the division property among state block bytes can lead to better results. The paper considered
a modified version of Kalyna cipher to show recovery round key attack improvements.

Main Results
The paper shows how the initial division property distribution among state bytes allows us
to execute the round key recovery attack for encryption with one more round. It is possible
because instead of the generalized approach used for the attack on the general SP-network, we
exploit the specific state structure of Kalyna cipher.
Kalyna is a national standard of symmetrical encryption of Ukraine. It is an AES-like cipher
whose principal differences are initial and final addition with a key modulo 264 and different
state block representation. In opposite to AES, Kalyna cipher has a state block represented as an
array 8 × 2, 8 × 4 and 8 × 8 for sizes 128, 256, 512, respectively. We use a modified Kalyna cipher
to show weaknesses that can be exposed with the current block cipher. Modifications include
reducing rounds of enciphering and removing initial and final addition with a key modulo 264 .
We consider binary vectors from Fn2 . Let wt : Fn2 → N be a weight function that returns a
number of non-zero bits in the vector. And for x ∈ Fn2 : x = (x1 , x2 , ..., xn )
Definition 1. Bit Product Function. A multiset’s division property is evaluated using the
bit product function defined as follows. For every u ∈ Fn2 , let πu : Fn2 →
− F2 be a bit product
function. πu (x) returns product of all xi , where ui = 1.
Definition 2. Division property. Let X is a multiset with elements from (Fn2 1 ×Fn2 2 ×...×Fn2 m ).
(n ,n ,...,nm )
When a multiset X has the division property DK 1 2
, where K denotes a set of mdimensional vectors whose ith element takes a value between 0 and ni , it fulfills the following
conditions:
* stolovich@yahoo.com
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Number of Rounds
4
5
6

Kalyna-128
238
238
??

Kalyna-256
260
264
??

91

Kalyna-512
293
2112
2144

Table 1: Time Complexity for Division Property Integral Trail Search for Specific Kalyna
Algorithm.

(
unknown, if there are k ∈ K, s.t. wt(u) ≥ k
πu (x) =
0, otherwise
x∈X
M

Yosuke Todo introduced the general algorithm in 2015 to analyze division property propagation through rounds of arbitrary SP-network. We adapted it to work with specific cipher
Kalyna. It helps to achieve more accurate theoretical results for Kalyna ciphers. The main
idea is to extend parts of the original algorithm to use particular functions instead of general
ones. This approach empowers the algorithm to achieve more precise results in terms of property propagation. In our case, results improvements are achieved due to the usage of state
representation.
The general algorithm only uses input set division property to return the number of rounds
we can spectate property propagation. However, suppose we set more sophisticated limitations
on input multiset states, specifically how division property should be represented among bytes of
state. In that case, we can spectate a division property trail one round more. In table 1 can be
seen the complexity estimates results achieved with our algorithm. These estimates are similar
to the results obtained with the general algorithm. However, we can spectate division trail
propagation one more round with the same time complexity due to specific input limitations.
Consider an example of division property propagation through first round of Kalyna cipher
in figure 1. Kalyna-128 cipher has a 128-bit state size represented as two columns of 8 bytes
64,64
each. In our work we exploit the state structure. Consider a set with D24,32
distributed in a
presented way. This distribution exploits the current structure in a way that after SubBytes
64,64
and Shif tRows function state has D56,0
. Furthermore, after the M ixColumns function, the
division property remains the same but is distributed differently. This approach to generating
input multiset allows us to save state division property value for one more round before it starts
to decrease during the following rounds.

Figure 1: First Round Division Property Propagation for Modified Kalyna 128/128
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Conclusion
Our paper showed an approach to improve the algorithm for finding integral paths based on
division property using structural features of the cipher. For example, we presented how to
improve the estimation of division property propagation by one more round with a proper
initial division property distribution among bytes of state for modified Kalyna cipher. We
demonstrated how division property propagates through the first round of modified Kalyna-128,
so the cumulative division property preserves its value, but the distribution is modified. To
improve results and adapt the general approach to be cipher-specific is reasonable to look into
state representation and byte position manipulations. Also, we presented our time complexity
estimations found for modified Kalyna cipher using our approach.
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Abstract. While all major standards for elliptic curve cryptography (ECC) recommend
random curves for public use, formal treatment of randomness in curves has not been
yet presented. We introduce a statistical approach to measure relative entropy between
different standards and biases introduced by their algorithms.
Keywords: elliptic curves · standards · entropy · clustering

1

Introduction

Security of ECC algorithms heavily depends on a proper selection of the underlying elliptic
curve. Potential curve attacks can be divided into three categories. The first category consists
of attacks based on known and published weaknesses in elliptic curves, such as the MOV or
Pollard-𝜌 attacks [11, 9]. The second category includes backdoors – attacks that are known only
to some party usually assumed to be the designer of the curve. Finally, the rest are attacks that
are not yet known to anyone.
All elliptic curve standards and specifications recommend elliptic curves for public use that
avoid the first category of attacks and are efficient at the same time. Most of the major standards
(e.g., [1, 4, 3, 10]) have tried to address the other two categories of attacks as well by defining a
so-called verifiably random curve 1 . These curves are generated by selecting curve parameters at
random until all predefined conditions (connected to efficiency or known attacks) are satisfied.
This approach has been claimed to provide protection against yet unknown attacks [6, 5], and
elliptic curves with special properties have proven to be more vulnerable. Most recently, the
security of Barreto-Naehrig and Barreto-Lynn-Scott curves was reduced due to their parameters
being of a special form [12]. The term verifiable means that the source of randomness is generally
a hash function that has been claimed to provide protection against backdoors [3].
While we can precisely measure the efficiency of elliptic curve operations and the security
against known attacks, any formal description of randomness in elliptic curve parameters and
properties is still missing. Every ECC standard defines the process of generation and the imposed
curve conditions in a different way. Unexplained conditions imposed on elliptic curves by these
standards might introduce an unexpected bias into the entropy of curve properties. For instance,
while the Brainpool [4] standard criticizes previous standards [1, 3] for the level of verifiability
and randomness in their base field primes, the generation method introduced by Brainpool
caused unexpected bit overlaps in their curve parameters [2].
In this work, we provide the first entropy estimation of elliptic curves generated according to
all major standards. We statistically analyze a wide range of curve properties and their relative
entropy compared to other standards. Furthermore, we deploy clustering methods to uncover
any biases in curve properties introduced by the standards.

2

Methodology

For the statistical analysis, we have used our tool DiSSECT. DiSSECT currently contains a large
amount of elliptic curves generated according to all major standards and specifications (Table 1)
1

Some standards use slightly different terms such as verifiably at random or pseudo-random.
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and a series of tests that we call traits. Each trait measures a different elliptic curve property,
including those connected to known attacks (e.g., embedding degree, smoothness of group order)
as well as many others2 (e.g., number of isogenies adjacent to the curve, factorization of the
complex multiplication discriminant). The idea behind DiSSECT is that any bias in elliptic
curve generation will be revealed in the distribution of the results of the traits. To analyze
these distributions, we use the following methods: clustering and computation of entropy and
Kullback-Leibler divergence.
Clustering. The goal of our clustering approach is to identify traits that can distinguish
between curves simulated according to different standards, signifying a bias introduced by at
least one of the generation methods. For all possible parameter combinations for each trait
and each pair of simulated standards, we ran a k-means clustering [8] algorithm to divide the
curves into two clusters. We filtered the results which output labeling sufficiently better than a
random one, i.e., in which the ratio of curve standards differed from the expected value by at
least a multiple of two. In this work, we present only the results where the algorithm was able
to distinguish between the curves perfectly.
Entropy. For each category of simulated curves, we have computed the entropy of results of
individual traits. In order to analyze the loss of entropy caused by conditions imposed by the
standard, we have computed the Kullback–Leibler divergence [7] given by the formula
𝐷 (𝑃||𝑄) =

∑︁

𝑃(𝑥) log

𝑃(𝑥)
.
𝑄(𝑥)

Here 𝑃 and 𝑄 denote probability distributions of trait results computed on curves generated
according to a specific standard and curves we call Random. We have designed the category of
curves Random so that it includes secure curves, does not impose any unnecessary conditions on
the curves and generalizes all of the standards. High values of relative entropy point to biases
forced by the standards.

Table 1: Numbers of 256-bit curves in our datasets of simulated curves and number of input
seeds tried. See specifications of individual standards for more details on the seeds.
Standard Random X9.62 Brainpool NUMS Curve25519 Barreto-Naehrig
Curves 18 636 18 502 1 677
83
140
22 436
Seeds
5M
5M
5M
10M
10M
20M

3

Preliminary results

Clustering of traits twist_order and 32_distance managed to perfectly distinguish between
curves generated according to X9.62 and Brainpool standards. Both of these biased trait results
are heavily influenced by order of the base field. The main cause of this was that X9.62 uses
primes of a special form, whereas Brainpool uses random primes.
An interesting result was observed in the clustering of trait isogeny_neighbors when
comparing Barreto-Naehrig curves and any other simulated category, which was caused by the
2

All curves and results of the traits are highly nontrivial to compute and are, therefore, publicly
available on our website.
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Barreto-Naehrig curves having zero 𝑗-invariant. Elliptic curves with zero 𝑗-invariant have three
2-degree isogenies, and this value is unlikely to occur for general curves from other standards.
The trait torsion_extension computes for parameter 𝑙 the extension of the elliptic curve
base field over which the torsion 𝐸 [𝑙] is defined. Estimated entropies of the results for 𝑙 = 5, 7, 11
are presented in Table 2 and the observed values for 𝑙 = 5 are displayed in Figure 1. Further
investigation revealed that this loss of entropy in Barreto-Naehrig curves is caused by the fact
that the prime 𝑝 and the trace 𝑡 are of a special form.

Table 2: Entropy (in bits) of torsion_extension results on Barreto-Naehrig and Random curves
with the Kullback-Leibler divergence.
𝑙=5
𝑙=7
𝑙 = 11

Random
2.623
2.778
3.155

BN K-L div.
1.927 1.237
0.722 1.666
2.732 1.687

Fig. 1: Distribution of degrees of extensions containing the whole 5-torsion for Random and BN
curves (trait torsion_extension).

4

Conclusion

Pairing-friendly curves have become an important tool in modern cryptography, finding applications in short signatures, zk-SNARKS, identity-based cryptography, and others. A series
of attacks have proven [12], however, that special properties of these curves might lead to
attacks. As a reaction to these attacks, trust in these curves lowered and a need for their further
analysis has emerged. Presented results show that the effect of the special form of the prime
of Barreto-Naehrig curves manifests itself unexpectedly in properties of the curves. As future
work, we will extend DiSSECT to all other pairing-friendly families and provide a wide-scale
comparison of pairing-friendly curves.
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Abstract
Block ciphers are used in many devices. Their increasing popularity has led to the
emergence of new cryptanalysis methods. Therefore, measuring their security bounds
is one main indispensable need for its designers. The two of the most effective attacks
on block ciphers are differential and linear cryptanalysis and these attacks’ efficiencies
are bonded with a number of active S-boxes of the cipher after a certain number of
rounds. Consequently, measuring the number of active S-boxes is one of the techniques
to measure the security bounds. There are various methods to calculate this number,
both mathematically, and automatically. This work focuses on computing the minimum
number of active S-boxes automatically, more specifically, using an optimization method
called Mixed Integer Linear Programming (MILP), a method that achieved noticeable
success across both the industrial and academic world. In this paper, a short summary of
the recent studies in the literature on how to calculate the minimum number of active
S-boxes with MILP will be given, the author’s own ideas on this subject will also be
shared, and the performance results of recent works and author’s ideas will be compared.
Keywords: Cryptanalysis, Milp, Mixed Integer Linear Programming, Number of Active
S-boxes

1. Introduction
Differential and Linear Cryptanalysis are statistical attacks. Their primary purpose
is to find a distinguisher that is a path with high probability. Using this distinguisher,
the attacker tries to find the key used in cipher in polynomial time. In order to do this,
analysts should scan all possible paths and find the one with the highest probability,
which is a time-consuming problem as there are so many options. Also, there is the
possibility of human errors. Mouha et al. state that if one can correctly model the cipher
for MILP, it can find the best possible path along with the number of active S-boxes.
MILP is an optimization technique used to maximize or minimize an objective function
under certain circumstances. MILP became popular among cryptography recent decades.
The objective function here is to reduce the number of active S-boxes, and the constraints
are equations that are obtained by difference propagation of the operations across cipher.
Therefore, Mouha et al.’s work [1] covers constructing the MILP models of the operations
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within the cipher considering these situations. It includes how to construct the models of
XOR and linear transformation operations using differential branch number.
Addition to Mouha et al.’s, [1], Sun et al. [2],[3],[4], Sasaki et al. [5], and Boura et al.
[6] extended the MILP modelling to measure number of active S-boxes to block ciphers
by utilizing difference propagation, and structural properties of encryption operations
(S-boxes specifically). By utilizing these cryptographic primitives of the block ciphers,
their work constructs certain inequalities that how cipher behaves, then the MILP model
is constructed from these inequalities eliminates the impossible paths in the ciphers, and
optimizes the system, returning the number of active S-boxes after desired number of
rounds. For more detailed information regarding impossible-possible paths and convex
hull inequalities, we refer to Sasaki et al. [5].
2. Our Work
We try to find a different set of inequalities describing an S-box other than the work
done by Boura et al. [6]. To achieve this, we categorize impossible input-output difference
pairs of an S-box and extract subsets of inequalities that can eliminate each category. In
this way we are able to find a new set of inequalities describing an S-box. We apply our
idea on 4 × 4 S-boxes of SPN-based block ciphers PRESENT [7], PRINCE [8], and KLEIN
[9], construct models according to [5], [6], and our work to compare their performances.
We are able to achieve a better result to find minimum number of active S-boxes for the
related ciphers.
To achieve this result, we improved the idea behind both [5] and [6] work, reducing the
number of cutting off inequalities. In their work, it is found that adding new inequalities
to the convex hull set of possible paths from taking the vector sum of some specific k
combination of the inequalities in that, and then making a reduction via MILP ends
up with less number of cutting off inequalities than the result of reduction from the
original convex hull set for the ciphers referred above. Our work focused on finding a
different extension set from the convex hull set to find a different reduced set, preferably
less number of cutting off inequalities. We have considered to combine the results of
[1] and [2]. In this scenario, we classify the impossible paths as zero input - non
zero output impossible paths, non zero input - zero output impossible paths,
zero impossible paths with hamming weight lower than differential branch
number and others. We observe that the impossible paths from first three classes can be
eliminated by constraints from [1] and [2]. On the other hand, the remaining non-classified
impossible paths can be eliminated by conventional convex-hull technique. In this way,
we achieve a better performance result that can be seen in Table 1. The results obtained
from Intel Core i5-8250 CPU @1.60GHz. Moreover, results are based on measurements
with designated ciphers only.

Table 1: Performance Comparison of Models constructed with Boura et al.’s Extension Method and Our
Work.
Cipher
Present
Prince
Klein

Rounds
10
5
4

# of active S-Boxes
20
19
15

# of inequalities
With Boura et al.’s
Our Work
17
15 + DBN + ZeroIO
19
18 + ZeroIO
19
18 + ZeroIO

Time (s.)
With Boura et al.’s Our Work
4423
752
153
129
682
597
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In the Table 1, DBN stands for the inequalities that eliminates impossible paths
whose hamming weights are less than the differential branch number of the S-box of the
ciphers, these inequalities are defined in [1]. ZeroIO stands for the inequalities that
eliminates impossible paths which violate zero-nonzero input-output constraint of the
S-box of the ciphers, also these inequalities are defined in [2].
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NEW RESULTS ON ALGEBRAIC CONSTRUCTIONS OF EXTREMAL
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1. On new results on algebraic tree approximations and their cryptographical
applica- tions.
We define homogeneous forest as edge transitive simple graph without cycles. In probability
theory branching process is a special stochastic process corresponding to a random walk on
a homogeneous forest. A genealogy of single vertex is a tree. We investigate a possibility to
define F by system of equations over some commutative integrity ring K, i.e. construct F as
a projective limit of algebraic over K bipartite graphs Γi , i = 1, 2, . . .. Noteworthy that the
girth gi = g(Γi ), which is the length of minimal cycle in Γi tends to infinity when i is growing.
We say that the family Γi is an algebraic approximation over the ring K. In the case gi ≥ cni ,
where ni are dimensions of the algebraic manifolds V (Γi ) of vertices of the graph Γi and c is
some positive constant we use term algebraic forest approximation of large girth. Note that
algebraic forest approximations of large girth over finite field Fq , q > 2 are families of graphs
of large girth in sense of P. Erdős (see [1], [2] and further references).
The first algebraic forest approximation of a large girth was introduced by F. Lazebnik and
V. Ustimenko (see [3], [4]) in the case of K = Fq .
The properties of trees of this algebraic forest and their approximations over Fq were investigated in the paper by F.Lazebnik, V.Ustimenko and A.Woldar [5].
In 1998 more general algebraic graphs D(n, K) defined over arbitrary commutative ring K
were introduced [6]. It was stated that a girth of D(n, K) ≥ n + 5 in the case of arbitrary
integrity ring K. This inequality insures that D(n, K), n = 2, 3, . . . is algebraic forest approximation. The prove of the inequality reader can find in [7].
Noteworthy that in the case of integrity ring K together with D(n, K), n = 2, 3, . . . one can
con- sider another families D(n, K[x1 , x2 , ..., xm ]) foreach parameter m. Thus paper [6] opened
a possibility to use extremal properties of these graphs in the Theory of Symbolic Computations
and its various applications to Cryptography.
The paths of even length t on trees and their approximations can be used to induce multivariate transformations on varieties Pi and Li of points and lines of V (Γi ). These transformations
can serve as encryption maps acting on the potentially infinite space Pi of plaintexts (see [9][17]). They form a group Gi = G(Γi ) which can be a platform for the protocols of Noncommutative Cryptography (see [18]-[23]). Noteworthy that if t is at most half of the girth of Γi then
different paths produce distinct transformations. So, forest approximations of large girth are
preferable for cryptographic applications.
We say that algebraic approximation of the tree T (K) = lim(Γi ), i = 1, 2, . . . is a small
world approximation over the field K if diameter d(Gi ) is bounded from above by cni for some
pos- itive constant c. Note that small world approximation of infinite algebraic graph over finite
field is a family of small world graphs in sense of B. Bollobas [24], [25].
Date: June 16, 2022.
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Small world property for the graphs Γi of tree approximation has serious impact on properties
of the group of multivariate transformations Gi acting on Pi . In this case for each pairs p, p′
from Pi there is a path of linear length li = O(ni ) which induces g from Gi moving p to p′ .
The problem on existence of small world algebraic tree approximation of large girth were
formulated at the end of 90th when F. Lazebnik conjectured that isomorphic connected components CD(n, q) of graphs D(n, q) form a family of small world graphs.
This problem was solved very recently. During the conference in Isaac Newton Institute it
was announced that for each field F of characteristic ̸= 2 known small world graphs A(n, F )
[8] define tree approximation of large girth A(F ) = lim A(n, F ) where n tends to infinity (see
[26], [27]).
Graphs A(n, K) were defined as homomorphic images of D(n, K) (or their connected components CD(n, K)) in [7].
We compare properties A(n, Fq ) and previously known family X(p, q) of Cayley- Ramanujan
small world of large girth introduced by G. Margulis [28], [29] and investigated by A. Lubotzky,
P. Sarnak and R. Phillips [30]. Noteworthy that projective limit of X(p, q) does not exist and
this family is not a tree approximation.
Some cryptographic algorithms based on A(n, K) were already introduced (see [17] and
further references). Mentioned above new results on the girth evaluation of graphs A(n, K)
defined over integrity rings allow us to estimate properties of known graph based algorithms
with essentially better precision.
2. Algebraisation of the branching process and nonlinear operators.
We present new postquantum cryptosystems based on small world algebraic tree approximations of small world graphs with a discussion of their implementations. Additionally we present
results of girth evaluation of A(n, F3 ) obtained via computer simulations. Let K be a general
commutative ring.
We define A(n, K) as bipartite graph with the point set Pn = K n and line set Ln = K n
(two cop- ies of a Cartesian power of K are used). We will use brackets and parenthesis to
distinguish tuples from P and L. So, (p) = (p1 , p2 , . . . , pn ) ∈ Pn and [l] = [l1 , l2 , . . . , ln ] ∈ Ln .
The incidence relation I = A(n, K) (or corresponding bipartite graph I) is given by condition
p Il if and only if the equations of the following kind hold. p2 − l2 = l1 p1 , p3 − l3 = p1 l2 ,
p4 − l4 = l1 p3 , p5 − l5 = p1 l4 , . . ., pn − ln = p1 ln−1 for odd n and pn − ln = l1 pn−1 for even
n. We can consider an infinite bipartite graph A(K) with points (p1 , p2 , . . . , pn , . . .) and lines
[l1 , l2 , . . . , ln , . . .]. If K, |K| > 2 is a field then A(K) is a tree and A(n, K), n = 2, 3, . . . is its
algebraic small world approximation of large girth. We refer to the first coordinates p1 = ρ((p))
and l1 = ρ([l]) as colours of vertices of A(K) (or A(n, K)). It is easy to check that each vertex
v of the graph has a unique neighbour Na (v) of selected colour a. So the walk of length 2k from
vertex (0, 0, . . .) will be given by the sequence w of colours of its elements b1 , a1 , b2 , a2 , . . . , bk , ak .
It will be the path if 0 ̸= a1 , ai ̸= ai+1 and bi ̸= bi+1 for i = 1, 2, . . . , k − 1. So we
can identify walks from 0 point of even length point with sequence of kind w. Let w′ =
(b′1 , a′1 , b′2 , a′2 , . . . , b′s , a′s ). We define the composition u of w and w′ as the sequence u =
(b1 , a1 , b2 , a2 , . . . , bk , ak , b′1 + ak , ak + a′1 , b′2 + ak , . . . , b′s + ak , a′s + ak ). If w and w′ are paths
and b′1 + ak ̸= bk then u is also a path.
Let BP (K) be a semigroup of all walks with this operation. One can identify empty string
with the unity of BP (K). We use term branching semigroup for BP (K).
We can change points and lines of the tree and introduce BL (K) consisting walks with
the starting vertex [0, 0, . . .]. Noteworthy that sets of points and lines of the tree A(K)
are affine varieties of infinite dimensions over K. Let us take graph A(n, K) together with
A(n, K[x1 , x2 , . . . , xn ]). For each element w from BP (K) we consider a walk ∆(w) in A(n, K[x1 ,
x2 , . . . , xn ]) with starting point (x1 , x2 , . . . , xn ) where xi are generic elements of K[x1 , x2 , . . . , xn ]
and special colours of vertices x1 + b1 , x1 + a1 , . . . , x1 + bk , x1 + ak . Let p′ = dest(∆(w))
be a destination, i. e. a final point of this walk. The destination has coordinates (x1 +
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ak , f1 (x1 , x2 ), f2 (x1 , x2 , x3 ), . . . , fn−1 (x1 , x2 , . . . , xn ) where f1 are elements of K[x1 , x2 , . . . , xn ].
We consider the transformation n η(w) of P = K n defined byt he rule x1 → x1 + ak , x2 →
f1 (x1 , x2 ), x3 → f2 (x1 , x2 , x3 ), . . . , xn → fn−1 (x1 x2 , . . . , xn ). This transformation is bijective
map of K n to itself. It is an element of affine Cremona group CG(K n ) of elements from
Aut(K[x1 , x2 , . . . , xn ]) acting naturally on K n . The inverse for this map is n η(w)−1 which
coincides with n η(w′ ) for w′ = Rev(w) = (bt − at , at−1 − at, bt−1 − at , . . . , b1 − at , −at ).We refer
to Rev(w) as reverse string for w from BP (K).
PROPOSITION. The map n η from BP (K) to CG(K n ) is a homomorphism of the semigroup
into group.
We refer to n η as compression map and denote n η(BP (K)) as GA(n, K). Degree of element g
of Cremona group CG(K n ) of kind xi → gi (x1 , x2 , . . . , xn ) is the maximal degree of polynomials
gi .
THEOREM. The maximal degree of multivariate element g from GA(n, K) equals 3.
It means that subgroup G of kind T GA(n, K)T −1 where T is an element of AGLn (K)
can be used efficiently as a platform for the implementation of protocols of Noncommutative
Cryptography. Some implementations of such protocol reader can find in [31]. Correspondents
can use output of such protocol to create a nonlinear map H of unbounded degree on the
point set Pm , m = nr , r ≥ 3 of A(m, K) and generate H −1 in polynomial time. We evaluate
properties of Post Quantum Cryptosystem with the space of plaintext K m and encryption map
H. This cryptosystem has strong similarity to the cryptosystem suggested in [32]. The security
of both cryptosystems is based on a hard problem of word decomposition for noncommutative
group.
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On a Formalized Approach to Truncated Differential
Cryptanalysis of Block Ciphers
Oleksii Yakymchuk*, Serhii Yakovliev
Institute of Physics and Technology,
National Technical University of Ukraine
“Igor Sikorsky Kyiv Polytechnic Institute”

Introduction
Differential cryptanalysis explores a behavior of the complete difference between two plaintexts
during encryption, but truncated differential analysis considers differences which are only partially
determined. This method allows to use differential cryptanalysis techniques to block ciphers
when classical differential cryptanalysis is not applicable. Despite this method was suggested in
1995 with some powerful ad-hoc techniques, for today there is no common formal theory that
describes truncated differential cryptanalysis and allows to evaluate cipher’s security against it.
In this paper, we present a formalized approach of truncated differential analysis based on
templates (bit masks) and propose a security parameter for S-boxes and boolean mappings
which potentially allows to evaluate cipher’s security against this class of attacks.

Main results
n

Let Vn = {0, 1} be a linear space of all n-length binary vectors. A differential for any
function f : Vn → Vn is an arbitrary pair of vectors (α, β), α, β ∈ Vn , which are interpreted as
difference (with respect to bitwise addition ⊕) between inputs and as difference between outputs
of function f . An S-box is an arbitrary Boolean functions like S : Vn → Vn , which is commonly
considered to be a bijective mapping. In modern ciphers, S-boxes are usually presented as a
table and have small size, e.g. n = 4 or n = 8. A probability of differential (α, β) (with respect
to ⊕) for mapping S is defined as
DPS (α, β) =

1 X
[f (x ⊕ α) = f (x) ⊕ β],
2n
x∈Vn

where [. . . ] is an Iverson’s brackets: [P ] = 1, if P is true, and 0, if not.
Define Vn∗ as a space of all possible vectors with length n and elements from the set {0, 1, ?}.
We interpret vectors α, β ∈ Vn∗ as masks for input and output differences respectively in further
way: if the mask has 0 on some position in vector, it means that there is 0 on the same position
of an actual difference; if the mask has 1 on some position — the actual difference has 1 on this
position also; finally, if the mask has ? on some position, then it could be both 0 or 1 on this
position in the actual difference (we don’t care if anything has changed in that position before
or after mapping).
* oleksii.yakymchuk@gmail.com
 yasv@rl.kiev.ua
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With every mask α ∈ Vn∗ we can associate a set ∆(α) of all non-trivial differences α′ ∈ Vn \{0}
which correspond to the mask α; by definition ∆(0) = {0} for a zero mask. We denote an
arbitrary pair of vectors (α, β), α, β ∈ Vn∗ as the truncated differential of a Boolean function
f : Vn → Vn .
It follows from the definition that for the analysis of introduced truncated differentials we
need to consider a following event: a pair of inputs which have a difference from ∆(α) maps
into a pair of outputs which have a difference that corresponds to the mask β. Also, we need to
guarantee that for all differences from ∆(α) we get expected values on corresponding positions
of the output difference. Define a transition probability of the mask α into the mask β as
TDPf (α, β) =

1 X
[∀α′ ∈ ∆(α) : f (x ⊕ α′ ) ⊕ f (x) ∈ ∆(β)].
2n
x∈Vn

As for the classical differential probability, this probability can be represented by the following
set of binary vectors that corresponds to non-zero indicators in the numerator:
TDf (α, β) = {x ∈ Vn |∀α′ ∈ ∆(α) : f (x ⊕ α′ ) ⊕ f (x) ∈ ∆(β)}.
Introduced in this way probability allows to implement existing apparatus of differential
cryptanalysis to the analysis of truncated differentials — in particular, one can restate all
available methods of searching for high probability differentials to build an attack on iterative
block ciphers. It should be noted that the TDP (unlike DP) is only a lower bound for the true
values of the truncated differentials probabilities, because a certain actual differential may have
the probability greater than the value of TDP (an example of such behavior will be shown
below). In particular, a zero value of TDP does not mean that the corresponding differentials
are not possible, because TDP considers all the differentials that correspond to the specified
masks together. However, the value of TDP shows the guaranteed probability of difference
transition; accordingly, if the TDP is large, the encryption mapping should be considered as
insecure against the truncated differentials analysis.
Here are some algebraic properties of the TDP of an n-bit S-box S.
1) If β ∈ {0, ?}n , then TDPS (0, β) = 1, otherwise TDPS (0, β) = 0. This property take place
because of the trivial differential (0, 0), which always have probability 1.
2) TDPS (α, ?? . . .?) = 1: the mask ?? . . .? obviously covers all possible differentials, that’s
why for any α and for any input x, output difference will be in ∆(?? . . .?) set.
3) If α ∈ {0, 1}n , then TDPS (α, β) ≥ ′
max′
DPS (α′ , β ′ ). In this case, the set ∆(α)
α ∈∆(α),β ∈∆(β)

consists of only one possible input difference α′ , at the same time amount of possible output
differences does not bounded.
4) If both α, β ∈ {0, 1}n , then TDPS (α, β) = DPS (α′ , β ′ ), because in this case ordinary and
truncated differentials actually match.
The behavior of proposed T DP parameter is illustrated on four-bit K1 S-box, which is
defined as follows: K1 = (7, 9, 4, D, 0, 2, C, B, A, 8, 1, 6, E, 5, F, 3) (all numbers are four-bit
hexadecimals). The part of calculation is presented in the Table 1.
In cases where |∆(α)| > 3, all values of TDPS (α, β) is equal to 0. It can be explained for
small-size S-boxes due to strong conditions for event in TDP. In cases where cardinality of ∆(α)
is 2 or 3, truncated differential probability lies in the interval [0, 0.5]; mostly TDP = 0 but there
are enough truncated differentials with non-zero probability.
As we can see from the Table 1, it is difficult to find a direct relation between the value of
TDP and the probabilities of ordinary differentials corresponding to the given truncated ones:
TDP can be both greater or lesser than the value of associated ordinary differential probability,
and sometimes even can be exactly the same. This means that ciphers that are secure against
classic differential cryptanalysis could be insecure against truncated differential cryptanalysis in
terms of the proposed formal method.
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Table 1: Values of max DP, TDP and TD for some truncated differentials of the K1 S-box
TDPK1 (α, β)

TDK1 (α, β)

0.125
0.25

0.125
0.125

(001?, 1???)

0.25

0.5

(001?, ?101)
(001?, ?10?)

0.25
0.25

0
0.0625

{0111, 1010}
{0110, 1011}
{0100, 0101, 0110, 0111,
1000, 1001, 1010, 1011}
∅
{0001}

(α, β)
(001?, 10?1)
(001?, 11??)

max

α′ ∈∆(α),β ′ ∈∆(β)

DPK1 (α′ , β ′ )

For illustrative purposes we applied our method to model Heys cipher with block size of
64 bits. One encryption round consists of key addition, eight 8-bits S-boxes (we use one of
S-boxes from cipher Kalyna) and specific bit permutation. Let’s consider a truncated differential
→
− →
− →
− →
− →
− →
− →
− →
− →
− →
− →
− →
− →
− →
− →
− →
−
→
−
(α1 , β1 ) = ([ 0 , 0 , 0 , 0 , 0 , 0 , 0 , 1 ], [ t , 0 , 0 , t , t , 0 , t , t ]), where t = 000000?? and
every element of input difference is an 8-bit vector. The T DP value for (α1 , β1 ) of 3-round
model Heys cipher is 6.62 · 10−5 ≈ 2−13.88 , which is significantly greater than probability
210 /264 = 2−54 , expected from a random 64-bit permutation.

Conclusions
In this paper, we propose the formal approach to construct and to analyze truncated
differentials based on masks which consider both unchanged and obligatory changed bits in
input and output differences of the S-boxes and encryption mappings. We propose security
parameter, which shows guaranteed probability of truncated differentials and thus bounds
the actual probabilities from below. It was showed that the value of proposed parameter is
weakly connected with ordinary differential probabilities, so security against classical differential
cryptanalysis may not indicate the security against truncated differential cryptanalysis and vice
versa (in proposed terms).
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Introduction

A remarkable trend in cryptography is the development of constructions built upon (public) keyless cryptographic permutations. The approach of using two permutations has appeared as the best trade-off between
efficiency and security.
We study quantum superposition attacks against permutation-based pseudorandom cryptographic schemes.
In particular, we propose key recovery attacks against two Permutation-based PseudoRandom cryptographic
schemes using the improved Grover-meet-Simon method of Bonnetain et al., with O(n) superposition queries
and O(n2n/2 ) quantum steps. Our attacks are applicable to 2-round (tweakable) Even-Mansour ciphers and
recently proposed permutation-based PRFs PEDM and SoKAC1. From a constructive perspective, our results
establish new quantum Q2 security upper bounds for two permutation-based pseudorandom schemes as well
as sound design choices.

2

Notation

We introduce some of the notation we will use through the rest of the paper: For two bit strings X, Y (of
any length), we denote by X||Y their concatenation. ⊕ denote bitwise XOR.

3

Main Results

We first formally define our model for two-permutation-based pseudorandom (TPPR) schemes. Formally, let
P1 , P2 be two n-bit permutations. For a 3 × 3 matrix A of the form


a00 a01 0
A = a10 a11 a12  ,
(1)
a20 a21 a22
3n

1 ,P2
with aij ∈ Fn2 . The keyed function F2PP
: {0, 1}
A,k

n

n

× {0, 1} → {0, 1} is defined as

1 ,P2
F2PP
A,k (x) = z, where y1 ← P1 (a00 k1 ⊕ a01 x),

y2 ← P2 (a10 k2 ⊕ a11 x ⊕ a12 y1 ),
z ← a20 k3 ⊕ a21 x ⊕ a22 y1 ⊕ y2 .

(2)

1 ,P2
where multiplications are on the finite field Fn2 . The function F2PP
is depicted in Fig. 1. This in particular
A,k
includes the 2-round Even-Mansour, the SoEM PRF, the SoKAC1 PRF, and the PEDM PRF.
An initial observation is that the final operation of XORing a21 x has no influence on key recovery security
P1 ,P2 ′
1 ,P2
since x is public, and we can always define F2PA,k
(x) := F2PP
A,k (x)⊕a21 x as the target of the attack. For
the remaining parameters, our conclusion in short is that to have “non-trivial” quantum Q2 security, it is
necessary to have Bo(a10 )Bo(a12 ) + Bo(a10 )Bo(a22 )Bo(a11 ) = 1, where the indicator function Bo(aij ) = 0
if aij = 0 and Bo(aij ) = 1 otherwise. Our concrete discussions are as follows.
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x

a00 k1

a10 k2

a20 k3

a01

a11

a21

a12

a22

P1

P2

z

Fig. 1: The two permutation-based keyed function FA,k of Eq. (2).
3.1

Fully Degenerated Cases and Attacks using Simon’s Algorithm

We first identify “fully degenerated” TPPR schemes, i.e., those provide no Q2 security at all due to Simon’s
algorithm. For simplicity, we write a−1
ij = 0 when aij = 0.
Case 1: Bo(a01 ) = 0 Then the P1 invocation does not depend on x at all, and the construction becomes
1 ,P2
F2PP
A,k (x) = P2 (a12 P1 (a00 k1 ) ⊕ a11 x ⊕ a10 k2 ) ⊕ a22 P1 (a00 k1 ) ⊕ a20 k3 .
1 ,P2
′
Let k2′ = a12 P1 (a00 k1 ) ⊕ a10 k2 , k3′ = a22 P1 (a00 k1 ) ⊕ a20 k3 . Then the scheme becomes F2PP
A,k (x) = P2 (k2 ⊕
′
a11 x) ⊕ k3 , and it again collapses to the EM construction.

Case 2: Other Degenerated Cases
1. when (Bo(a10 )+Bo(a11 ))Bo(a12 ) Bo(a22 ) = 1, the construction provides no security even in the classical
1 ,P2
setting. In detail, when Bo(a12 ) = Bo(a22 ) = 1, the scheme becomes F2PP
A,k (x) = P2 (a11 x ⊕ a10 k2 ) ⊕
a20 k3 .
1 ,P2
• when Bo(a10 ) = 1, the scheme becomes F2PP
A,k (x) = P2 (a11 x) ⊕ a20 k3 , we can recover k3 by
P1 ,P2
−1
a20 (F2PA,k (x) ⊕ P2 (a11 x)) = k3 ;
P1 ,P2
(x) = P2 (a10 k2 ) ⊕ a20 k3 is a constant, which is also trivially
• when Bo(a11 ) = 1, the scheme F2PA,k
insecure.
2. when Bo(a10 )(Bo(a12 )Bo(a22 ) + Bo(a11 )Bo(a12 )) + Bo(a10 )Bo(a12 )(Bo(a11 ) ⊕ Bo(a22 )) = 1, the scheme
again collapses to the EM construction.
3. when Bo(a00 )(Bo(a12 ) ⊕ Bo(a11 )) = 1, the scheme again collapses to the EM construction.
The remaining cases appear resisting Simon’s algorithm and will be addressed in the subsequent sections.
3.2

Cascaded Constructions with unkeyed Davies-Meyer

In this section, we identify the “partially degenerated” cascaded constructions with unkeyed Davies-Meyer
(CUDM). Such constructions could be viewed as cascading a single permutation-based keyed “round function”
and a variant of the (keyless) Davies-Meyer construction. The permutation invocation in the Davies-Meyer
is somewhat “wasted” due to the non-secrecy. Though, no periodicity can be exhibited.
Subcase 1: Keyed round comes first. By “keyed round comes first”, it means the function is defined as
1 ,P2
CUDM1P
(x) := P2 (a12 P1 (a01 x ⊕ a00 k1 ) ⊕ a11 x) ⊕ a22 P1 (a01 x ⊕ a00 k1 ),
k1

where Bo(a00 ), Bo(a01 ), Bo(a11 ), Bo(a12 ), Bo(a22 ) ̸= 0. The simplest variant has all the constants equal 1,
and is depicted in Fig. 2.
1 ,P2
(x) ⊕ a22 a−1
For simplicity, define DMxP2 (u) := P2 (a12 u) ⊕ a22 u. Then we have CUDM1P
12 a11 x =
k1

n
P1 ,P2
P2
−1
DMx P1 (a01 x ⊕ a00 k1 ) ⊕ a12 a11 x . For our attack, we seek for x, u ∈ {0, 1} such that CUDM1k1 (x) ⊕

Shaoxuan Zhang, Chun Guo, Qingju Wang

109

k1
x

P1

P2

1 ,P2
Fig. 2: Simplest variant of the function CUDM1P
.
k1

P2
−1
a22 a−1
12 a11 x = DMx (u). Once such a pair is found, it might
 indicate P1 (a01 x ⊕ a00 k1n) ⊕ a12 a11 xn = u,
−1
−1 −1
and k1 is recovered by k1 = a00 P1 (a12 a11 x ⊕ u) ⊕ a01 x . Define h : {0, 1} × {0, 1} → {0, 1} such
P2
1 ,P2
that h(0∥x) := CUDM1P
(x) ⊕ a22 a−1
12 a11 x and h(1∥x) := DMx (x). Then, we can apply [2, Algorithm
k1
4] to find a collision h(b∥x) = h(b′ ∥u). As long as the pair (b∥x), (b′ ∥u) returned by [2, Algorithm 4] has
P2
1 ,P2
b ̸= b′ , we obtain the desired collision CUDM1P
(x)⊕a22 a−1
12 a11 x = DMx (u). The attacker then outputs
k1

−1
−1 −1
k1 = a00 P1 (a12 a11 x ⊕ u) ⊕ a01 x as the key. The complexities are the same as Chailloux et al., i.e., O(n)
qubits, O(22n/5 ) quantum steps, and O(2n/5 ) classical memory. This remains faster than the naı̈ve Grover
key search (which needs O(2n/2 ) quantum steps).

Subcase 2: Davies-Meyer comes first. When Bo(a00 ) = 0 and further Bo(a12 )Bo(a11 ) ̸= 0, let k2′ = a10 k2 , k3′ =
a20 k3 . Then the input to P1 is not secret, and the scheme becomes CUDM with “Davies-Meyer coming first”.
In detail, the function is defined as

′
′
1 ,P2
CUDM2P
k2 ,k3 (x) := P2 a12 P1 (a01 x) ⊕ a11 x ⊕ k2 ⊕ k3 .
P1 ,P2
P2
′
′
Let u = P1 (a01 x) ⊕ a−1
12 a11 x, then we have CUDM2k2 ,k3 (x) = EMxk′ ,k′ (u) := P2 (a12 u ⊕ k2 ) ⊕ k3 . While
2

3

2
EMxP
k′ ,k′ is a variant of the Even-Mansour cipher with known periodic properties for Simon’s algorithm, the
2

3

interesting observation is that the keyless first round” function x 7→ P1 (a01 x)⊕a−1
12 a11 x is unlikely injective,
and this effectively destroys the periodic properties for applying Simon’s algorithm.
On the other hand, the idea of Kuwakado and Morii’s attack [6] remains exploitable. Concretely, note
that the periodic property of the “second round”
′
′
′
′
′
′
u = u′ ⊕ a−1
12 k2 ⇔ P2 (a12 u ⊕ k2 ) ⊕ k3 ⊕ P2 (u) = P2 (a12 u ⊕ k2 ) ⊕ k3 ⊕ P2 (u )

can be naturally extended to
a12 P1 (a01 x) ⊕ a11 x = a12 P1 (a01 x′ ) ⊕ a11 x′ ⊕ k2′

P1 ,P2
′
′
′
1 ,P2
⇒ CUDM2P
k2 ,k3 (x) ⊕ P2 (a12 P1 (a01 x) ⊕ a11 x) = CUDM2k2 ,k3 (x ) ⊕ P2 (a12 P1 (a01 x ) ⊕ a11 x ).

(3)

,P2
With this in mind, define h(x) := CUDM2kP21,k
(x) ⊕ P2 (a12 P1 (a01 x) ⊕ a11 x). Then, once we observe h(x) =
3
′
h(x ), it might hold a12 P1 (a01 x) ⊕ a11 x = a12 P1 (a01 x′ ) ⊕ a11 x′ ⊕ k2′ , in which case k2′ could be recovered by
k2′ = a12 P1 (a01 x) ⊕ a11 x ⊕ a12 P1 (a01 x′ ) ⊕ a11 x′ . Using a quantum collision searching algorithm [2, Algorithm
4], this can be achieved within O(22n/5 ) quantum queries and O(22n/5 ) quantum steps.

3.3

The Non-degenerated Case and Its Grover-meet-Simon Attack

When (and only when) Bo(a10 )Bo(a12 )+Bo(a10 )Bo(a22 )Bo(a11 ) = 1, the best key recovery attack we found
is based on the Grover-meet-Simon algorithm. We call such cases non-degenerated.
1 ,P2
In detail, we define g(k, u) = P2 (a12 P1 (a01 u) ⊕ a11 u ⊕ k) ⊕ a22 P1 (a01 u), F2PP
= P2 (a12 P1 (a01 x ⊕
A,k
a00 k1 ) ⊕ a11 x ⊕ a10 k2 ) ⊕ a22 P1 (a01 x ⊕ a00 k1 ) ⊕ a20 k3 , and further
P1 ,P2
1 ,P2
f ′ (x) = F2PP
A,k (x) ⊕ F2PA,k (x ⊕ 1),

Then,

g ′ (k, x) = g(k, x) ⊕ g(k, x ⊕ 1)

−1
′ ′
f ′ (x) ⊕ g ′ (k ′ , x) = f ′ (x ⊕ a−1
01 a00 k1 ) ⊕ g (k , x ⊕ a01 a00 k1 )

−1
′
′ ′
holds with k ′ = a10 k2 ⊕ a11 a−1
01 a00 k1 , i.e., f (x) ⊕ g (k , x) has a period a01 a00 k1 . Thus we can recovering k
using Bonnetain et al.’s algorithm Alg-PolyQ2 [1], the attack proceeds as follows.
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1. Run Algorithm Alg-PolyQ2 in [1] for the above f ′ and g ′ to recover k ′ .
2. Apply Simon’s algorithm to f ′ (x) ⊕ g ′ (k ′ , x) to recover k1 .
P1 ,P2 n
3. Compute the two involved secret keys a10 k2 = k ′ ⊕a11 a−1
01 a00 k1 and a20 k3 = F2PA,k (0 )⊕P2 (a12 P1 (a00 k1 )⊕
a10 k2 ) ⊕ a22 P1 (a00 k1 ).
Our results are summarized in Table 1.
P
P
1 ,P2
Table 1. Summary of our results. SoEMP
ν1 ,ν2 [4], SoKAC1ν1 ,ν2 [4,3] and PEDMν1 ,ν2 [5] are recently proposed PRFs
built upon two public permutation invocations.

Condition

Quantum
queries

Bo(a01 ) = 0
(Bo(a10 ) + Bo(a11 ))Bo(a12 ) Bo(a22 ) = 1
Bo(a10 )(Bo(a12 )Bo(a22 ) + Bo(a11 )Bo(a12 ))+
Bo(a10 )Bo(a12 )(Bo(a11 ) ⊕ Bo(a22 )) = 1
Bo(a00 )(Bo(a12 ) ⊕ Bo(a11 )) = 1
1 ,P2
CUDM1P
(x)
k1
P1 ,P2
CUDM2k2 ,k3 (x)
Bo(a10 )Bo(a12 ) + Bo(a10 )Bo(a22 )Bo(a11 ) = 1

O(n)
O(n)
O(n3 )
Even-Mansour
no security no security no security
O(n)
O(n)
O(n3 )
Even-Mansour

4

O(n)
O(22n/5 )
O(22n/5 )
O(n2n/2 )

Quantum
steps

O(n)
O(22n/5 )
O(22n/5 )
O(n2n/2 )

Classical
steps

Examples

O(n3 )
Even-Mansour
O(22n/5 )
O(22n/5 )
P
P
1 ,P2
O(n3 2n/2 ) SoEMP
ν1 ,ν2 SoKAC1ν1 ,ν2 PEDMν1 ,ν2
2-round (tweakable) Even-Mansour

Conclusions

We study superposition attacks against pseudorandom schemes built upon n-bit keyless permutations. Using
the recently proposed improved Grover-meet-Simon algorithm, we exhibit key recovery attacks against all
“full-domain” pseudorandom schemes built upon two permutations, with O(n2 ) quantum data and O(n3 2n/2 )
quantum computations. We also identify certain weak designs and exhibit faster attacks using either Simon’s
algorithm or quantum collision searching. Our attacks are applicable to a number of popular permutationbased schemes. On the other hand, our results also clarify necessary conditions for “non-trivial” quantum
Q2 security within two permutations.
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